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Capitulo 1. Intr oducci n

A diadehoy, Internetesunaredinsegura.El nimerodeintrusionesno deseadasadavezesmayor, y Si
gueremosvitar la fuga/alteraciérle datos,sehacenecesari@l usodeun re wall (sobretodasi usamos
Windows).

¢Peraqquéesun re wall?, basicamenten elementajueconectadoso masredesy queanalizatodoel tra co que
pasaporél. El re wall tendréde nidasunasreglasqueseaplicaranatodoslos paquetesy segtinlascumplano
no, seraraceptados rechazados.

LAN _,;, INTERNET

1.1.La solucion: Net®lter/Iptables

Linux nosofrececomosolucional ltrado depaquetesiNet Iter y iptables.

Nota: Net Iter se integra en los kernels 2.4 y 2.6 junto con iptables.En las series 2.2 se utiliza ipchains y el
las series 2.0 ipfwadm.

Todala gestionde paqueteda lleva el kernel,y Net Iter esel encagadodeaplicarlasreglasde Itrado que
previementde habremogle nido coniptables.EnresumendiremosqueNet lter esla partedelkernel
encagadade ltrar tra co, y iptablesla herramientaonla quecon guraremoset lter.

Paraentendeenfuncionamientaleiptablesprimerodeberemosabercémofuncionael tratamientade paquetes
anivel dekernel.

Incoming ['f:é;:i';?l FORWARD Outgoing
Local
Process

Cuanddlegaun paqueteprimerosemira si vadestinada la maquindocal, o no. Si estddestinada la maquina
local, pasaraala cadendNPUT encasode serun paqueteentrantey pasarea OUTPUTencasodeserun
paquetesaliente Si el paqueteno esparala maquindocal, sinoqueva destinada otramaquinay setiene
activadoel forwarding, entoncepasaraa la cadend=ORNARD, encasocontrarioseeliminara.



Capitulol. Introduccion

1.2. Términos usados

» DMZ: DemilitarizedZone(Zonadesmilitarizada)La DMZ serdunasubredgueseencontrar&ntrela red
externay la interna(puedequeno). Seraotracapade seguridadantesde llegaral perimetrode seguridad.En
estazonairan ubicadodos hostbastiény los servidoresjuequeremosjuetenganconectvidad conel exterior.

A—
Ell
L
HOST | SERVIDOR
BASTION WEB

» Host Bastion: Puntointermedioentrela zonaexterna(Internet)y el perimetrode seguridad.Normalmente
seraun hostfuertementesecurizadopuestoqueestaconectadal exterior.

» DoS: Acronimode Denialof Service(Denegyacionde Servicio).Suponda pérdidade alginservicio/senla
maquinadela victima.En casode serun servidorseguramentalejarade prestarserviciostalescomoDNS,
Web, mail... Dicho ataqueseproducecuandcseconsigueguela maquinaconsumaodossusrecursos
medianteunatormentade peticionesde coneion, o medianteun ervio masvo de paquetesCMP (pings).

 Flooding: Esteprocedimientserael quecauseel DoS.Consisteenun lluvia de paquetegjueconsguiran
consumiros recursoglela maquinaExisten ooding TCPUDPy ICMP

» Perimetro de Seguridad Zonaquesequiereproteger.
» Spoo ng: Suplantaciérde unaidentidad.

» Escaneade puertos: Conun escaneae puertodo queconsguimosesescaneaconalgunaherramientalel
tipo NMAP todoslos puertosqueestandisponiblesenla maquinaa atacary saberexactamentdos servicios
queofrece,y porquepuertosesvulnerable.

snowball:~# nmap -sS -sR -sV -O -PI -PT localhost

Starting nmap 3.50 ( http://www.insecure.org/nmap/ ) at 2004-03-30 15:08 CEST
Interesting ports on localhost (127.0.0.1):
(The 1652 ports scanned but not shown below are in state: closed)

PORT STATE SERVICE VERSION

13/tcp open daytime

22/tcp open ssh OpenSSH 3.8p1 (protocol 2.0)

25/tcp open smtp Exim smtpd 3.36

37/tcp open time

80/tcp open http Apache httpd 1.3.29 ((Debian  GNU/Linux) PHP/4.3.3)
111/tcp open rpcbhind  (rpcbind  V2) 2 (rpc  #100000)

879/tcp open pmud pmud (http://sf.net/projects/apmud)

Device type: general purpose

Running:  Linux 2.4.X|2.5.X

OS detalils: Linux 2.5.25 - 2570 or Gentoo 1.2 Linux 2.4.19 rcl-rc7)
Uptime 0.120 days (since Tue Mar 30 12:15:31 2004)

Nmap run completed -- 1 IP address (1 host wup) scanned in 11.956 seconds
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1.3.Arquitecturas de Fir ewall

1.3.1.ScreeningRouter

Estaesla arquitecturanassimple.Setratadetenerun routerqueademasie desempefaareaderouting, tiene
implementadasnasACL (AccessControlList), conla queharaun Itrado basicode paquetes.

ROUTER
CON ACL's[]

1.3.2.Dual Homed-Host

En estecaso,envezdeutilizar unroutercon ACL's, utilizaremosun hostcon2 interfacesdered (o mas).El
forwarding estar&desactiadoparaevitar quelas 2 redesseveandirectamenteEn casode querersalidaa
Internetparadeterminadoservicios seimplementardin proxy paracadaservicio.

=
b

FIREWALL

1.3.3.ScreenedHost

Seriala combinaciordelos dosanterioresEl ltrado depaqueteso realizariael router, mientrasqueenel host
bastidnresidirianlos proxysdelasaplicaciones.

== L

ROUTER HOST
CON ACL's[] BASTION

1.3.4.ScreenedSubnet; DMZ

Esmasconocidgpor DMZ, y esla masutilizadasdetodaslasarquitecturasaunquda mascomplicadalUnade
susvirtudesesqueno centralizala seguridad,esdecir, un ataquesxitosoal hostbastiéno al router no
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desmoronaréodanuestraseguridad,ya quealndeberaatrasesarotrared.

A

Ell I
L

HOST | SERVIDOR
BASTION WEB




Capitulo 2. Con®guraci n del kernel

Antesde comenza utilizar iptablesparacon gurar nuestrore wall, deberemoson gurar el kernel
adecuadamentgaraquesoporteel Itrado y unascuantaopcionesmas.Asi quelo primeroserabajarsdas
fuentedel kernely con gurarlas.

Unaveztengamosbiertala con guraciéndelkernel,iremosaDevice Drivers

snowball:/usr/src# wget ftp://ftp.kernel.org/publ/linux/kernel/v
snowball:/usr/src# tar xvjf linux-2.6.3.tar.bz2
snowball:/usr/src# In -s /usr/src/linux-2.6.3 linux
snowball:/usr/src# cd linux

snowball:/usr/src# make menuconfig

Networking  Options ->[*] Network Packet Filtering ->|P:

<M> Connection  tracking (required for masq/NAT)
<M> FTP protocol support

<M> IRC protocol support

<M> P tables support (required for filtering/masq/NAT)
<M> |limit  match support

<M> IP range match support

<M> MAC address match support
<M> Packet type match support
<M> netffilter MARKmatch support
<M> Multiple port match support
<M> TOS match support

<M> Owner match support

<M> Packet filtering

<M> REJECT target  support

<M> Full NAT

<M> MASQUERADEarget  support
<M> REDIRECT target  support

<M> Packet mangling

<M> TOS target  support

<M> MARKtarget  support

<M> CLASSIFY target support

<M> LOG target  support

2.6/li  nux-2. 6.3.ta
-> Networking  Support ->
Configuration

Estasserianasopcionesnasinteresanteencuantoa Net Iter sere ere, ahorapasaremoa con gurar el QoS.

r.bz2



Capitulo2. Con guraciéndel kernel
AhoravamosaDevice Drivers -> Networking  Support -> Networking  Options -> QoS and/or
fair  queueing
* [*] QoS and/or fair queueing
e <*> CBQpacket scheduler
e <*> HTB packet scheduler
e <*> The simplest PRIO pseudoscheduler (NEW)
* <> SFQ queue (NEW)
e <*> Ingress  Qdisc
e <*> QO0S support
e <*> Rate estimator
e <*> Ingress  Qdisc
* <*> Packet classifier API
e <*> Ingress  Qdisc
e <*> TC index classifier
e <*> Routing table based classifier
e <*> Firewall based classifier
e <*> U32 classifier
e <*> Special RSVP classifier

e <*> Traffic policing (needed for in/egress)

Unaveztengamoguardadda con guraciondel kernel,pasaremoa compilar:

snowball:/usr/src/linux# make && make modules_install

Unavezhechoesto,cogeriamo$a imagendel kernelqueseencuentran
{usr/src/linux/arch/i386/boot/bzimage y lameteriamognlilo o grub, reiniciariamos yatendriamos
el sistemdisto parautilizar.



Capitulo 3. Iptables

Unaveztengamo®! kernelcompiladoconlasopcionesmecesariagja podemogpasara con gurar nuestro

re wall coniptables.Cuandode namosunareglade Itrado, deberemogspeci carunoscriteriosquese
aplicaranal paquetey encasode quesecumplan,un objetivo. Esdecir, sillegaun paquetd CMP (criterio) dela
direccionlP x.y.z.w (otro criterio), eliminalo(objetivo). Esaregla cuandda de namos,la meteremosientrode
unacadengrede nidaporiptables,0 unade nida por el propiousuario.Porejemplo,si queremogvitar quelos
usuariogdela LAN hagampingsal exterior, de niriamosunareglade Itrado enla cadenalesalidadeesta
forma:si lleganpaquetesCMP (criterio) desdecualquierlP dela LAN (criterio) condestinoal exterior (cadena
FORWARD), eliminalo(objetivo).

Los objetivosbasicosson:

» ACCEPT. Aceptael paquete.
* DROP. Rechazal paquete.

» RETURN. Cuandoun paqueteentraenunaregla quetienecomoobjetivo RETURN, puedersucededos
cosassi la cadenaesunasubcadende otra,entonceslejade examinarsda subcadeng sesigueconla
cadengrincipal;y sila cadenasla principaly tienecomoobjetvo RETURN, entonceseaplicarala politica
por defecto,normalmentéACCEPTo DROP.

* QUEUE. Pasael paquetea espaciale usuariodondeotro programdos puederecogety analizar

Eniptablesexistentrestiposdetablas,cadaunaconunascadenaiternasprede nidas.Dependiendaelo que
gueramoshacer necesitaremostilizar unastablasjunto consuscadenaslos 3 tiposdetablasson: Iter , naty
mangle

En cadatabla,nospodremosncontraconalgunade estascadenagrede nidas:

» INPUT. Estacadenaseutiliza paralos paquetesle entrada.

OUTPUT. Estacadenaseutiliza paralos paquetesalientes.

FORWARD. Si los paquetesyandestinados otramaquinagqueno seala local, seutilizaraestacadena.

PREROUTING. Seutiliza parael manejode paguetesntesde queseanenrutados.

POSTROUTING . El manejode paqueteserealizadespuésle suenrutamiento.

Atenci n

El forwarding debe estar activado para que podamos utilizar la tabla FORWARD, de lo contrario, todo
paquete que tenga un destino distinto de la maquina local sera eliminado. Activaremos el forwarding
mediante:

zen:~# echo 1 > /proc/sys/net/ipv4/ ip_ for ward
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3.1.La tabla ®lter

Estaesla tablapor defectodeiptables.Esla queutilizaremosparade nir reglasde Itrado. Suscadenason:

« INPUT
« OUTPUT
« FORWARD

y susobjetivosseran:

« ACCEPT
« DROP

. QUEUE
« RETURN

3.2.La tabla nat

Cuandoqueramogitilizar cualquiertipo de NAT, estaserdla tablaa utilizar. Suscadenason:

PREROUTING
OUTPUT
POSTROUTING

y susobjetivosson:

* DNAT
* SNAT
MASQUERADING

3.3.La tabla mangle

En estatablapodremosmodi car paradmetrosielos paquetegomoel TOS (Type Of Service)delPv4. Estasera
la tablaqueutilizaremosparael marcadade paquetey posteriompriorizaciénparaaplicar QoS.Estatabla
contiengtodaslascadenaanteriores:

INPUT
OUTPUT
FORWARD
PREROUTING
* POSTROUTING

susprincipalesobjetivosson:
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* TOS
* MARK

3.4.Parametros

Conlos siguienteparametropodremosle nir reglasenbasea determinadasaracteristicas.
» -p: Tipo deprotocoloatratarentre:tcp, udp, icmpo all (lostres).

* -s: Direccionorigen.

 -d: Direcciondestino.

* -i: Interfazdeentrada.

» -0: Interfazdesalida.

* -j: Objetivo paraunaregla.

Nota: Tanto en los parametros como en las extensiones de coincidencia, podemos utilizar el simbolo ! para
invertir la regla. Este ejemplo, aceptara cualquier protocolo que NO sea icmp.

zen:~# iptables -A INPUT -p ! icmp - ACCEPT

3.5. Extensionesde coincidencias

Unaformadea nar nuestracon guracidonconiptablesesusanddos moédulosde extensionesle coincidencias.
Conlaopcion-p podemosspeci carel protocoloatratarcomoTCP,ICMP o UDPy hacerunaclasi cacion
masexaustvaencuantoa ags TCP,tipo deICMP, puertosUDP...

Otraformaesmediantda opcion-m quecamgarael méduloencuestiénjunto consusopcionedistaspara
utilizar. Estaopcionesbastanteitil yaquepodemoaitilizar tantolos médulosquevienende serieconiptables,
comootrosquevanaparecienda posteriori.

3.6.Extensionesde objetivo

Estaesla partemasimportantedeiptables ,ya quecuandaiengamogsin paquetejuecoincidaconnuestras
reglas,le deberemoslecirquetienequehacerconél. Sobradecirqueno eslo mismoun-j ACCEPTgueun -j
DROPNoscentraremognlos objetvosmascomunes.

LOG. Lo utilizaremoscuandoqueramogjuequedeconstancianel syslogd(puedeserotro) del pasode algin
paqueteBasicamentsepuedeutilizar parael detugingdel re wall, o simplementesi queremosgener
constancialeun conatode ataque.
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Aviso

Para el primer caso, bastara tener una Unica regla con el objetivo LOG, pero para el segundo,
deberemos tener dos reglas idénticas, una con el objetivo LOG vy la siguiente con el objetivo DROP.

snowball:~# iptables -A INPUT -p icmp -j LOG --log-prefix "PAQUETES ICMP FILTRADOS "
--log-level debug --log-ip-option

Aqui de nimos unaregla paralos paquetesCMP (-p icmp ) deentrada-A INPUT). Cuandcel sistemaeciba
paquete$sCMP, entoncesptableslogearq -j LOQ lospaquetesCon --log-prefix cons@uiremosgue
cuanddogeelos paquetesifianeel pre jo indicadoenloslogs. Estoesespecialmentétil sitenemosun archivo
grandedelogs,endondeluego congrep podremoslasi car facilimentelos logsquenosinteresenCon
--log-level le indicamosel rigor conel quequeremosjueguardeel log (mansyslog.conf ~ paramas
opciones)Porultimo, le indicamosguequeremogjueguardetodaslasopcioneglela cabecerdP con
--log-ip-option

Podemosomprobaquela reglafuncionahaciendgingsala maquinaencuestion.

snowball:~# ping -c 1 localhost
snowball:~# tail  /var/log/syslog

Mar 21 11:58:38 snowball kernel: PAQUETESICMP FILTRADOS IN=lo
OUT= MAC=00:00:00:00:00:00:00:00:00:00:00:00: 08:00 SRC=127.0.0.1
DST=127.0.0.1 LEN=84 TOS=0x00 PREC=0x00 TTL=IPv6/IPv4 ID=0 DF
PROTO=ICMPTYPE=8 CODE=01D=2082 SEQ=1

Mar 21 11:58:38 snowball kernel: PAQUETESICMP FILTRADOS IN=lo
OUT= MAC=00:00:00:00:00:00:00:00:00:00:00:00: 08:00 SRC=127.0.0.1
DST=127.0.0.1 LEN=84 TOS=0x00 PREC=0x00 TTL=IPv6/IPv4 ID=28729
PROTO=ICMPTYPE=0 CODE=01D=2082 SEQ=1

En casodequererqueloslogsaparezcamen/var/log/syslog , deberiamosnodi car /etc/syslog.conf

MARK . Lo utilizaremosparael marcajede paqueteskEsteseréel objetivo queseurilizardjuntocontc para
de nir lasreglasde QoS.Destacaguecuandomarcamosin paqueteno estamosambiandainglnvalordela
cabecerdP, sinoel valor del paquetale caraal kernel.El valor quetomaraMARK serdun enteroentreQ y
65535.Paramodi car la cabecerdP, podemosambiarel valor del Type Of Serviceconel objetivo TOS.

snowball:~# iptables -t mangle -A PREROUTING-p tcp --dport 143 -j MARK\
--set-mark 2

Le indicamosalatablamanglequetodopaquetdMAP ( -p tcp --dport  143) querecibala maquina
debergsermarcadd-j MARK--set-mark  2) parasuposteriorclasi caciony ervio ((-A PREROUTING

10



Capitulo3. Iptables
TOS. Lo utilizaremosparacambiarel valor de 8 bits del campoTOSdentrode la cabecerdPv4. Estecampo
indicala prioridaddeltra co, y seaplicardenroutersquetengansoporteparaQoS.Los valoresson:
¢ Minimize-Delay- 0x10
¢ Maximize-Throughput 0x08
¢ Maximize-Reliability- 0x04
¢ Minimize-Cost2 - 0x02
* Normal-Serviced - 0x00

Un ejemploseria:

snowball:~# iptables -t mangle -A PREROUTING-p icmp -j TOS --set-tos Minimize-Delay

Marcamogodoslos paquetesCMP conel TOSMinimize-Delay . Tambiénlos podriamoshabemarcadacon
0x10.Podemosomprobaiquehacambiadael valordel TOS haciendaun pingy capturandeel paqueteconun
sniffer.

File Edit Miew Capture Analyze Statistics Help

D IER08R009D00aaa D E X E

No. . |‘|‘ime |Source |Destinati0n |3rotocol |Inf0

1 0.000000 127.0.0.1 ICMP Echo (ping) request
2 0.000116 127.0.0.1 27.0.0. ICMP_Echo (ping) reply

I Frame 2 (98 bytes on wire, 98 bytes captured) =
I Ethernet Il, Src: 00:00:00:00:00:00, Dst: 00:00:00:00:00:00
~ Internet Protocol, Src Addr: 127.0.0.1 (127.0.0.1), Dst Addr: 127.0.0.1 (127.0.0.1)
Version: 4
Header length: 20 bytes

Differentiated Services Field: Ox10 (DSCP 0x04: Unknown DSCP; ECN: O0x00)
Total Length: 84
Identification: 0x9984 (39300)

> Flags: Ox00 =
0000 00 00 00 00 00 00 00 00 00 00 00 00 08 00 45 [T ........ ...... Ej B
0010 00549984 00004001 312 7f 000001 7f00 .T....@. .....us i
0020 00010000 aB el 06 0a 0001 405d b9 c400 00 ........ .. @l....
0030 6b ec 0809 0aOb Oc O0d O0e Of 10 11 12 1314 15 Kiiwiir viriirns : =
‘@Filt_er:l |: <k Expression... Ibgmpiari of &p|icar||Dif‘Ferentiated Servic“ Pi2D:2M:0 2]

11
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REJECT. EsigualqueDROP, permas"educado” Cuandodescartal paquetgpuededevolverun error ICMP
comoicmp-net-uneacable icmp-host-uneadable icmp-port-uneadable icmp-poto-unieadable
icmp-net-pohibitedo icmp-host-pohibited

snowball:~# iptables -A INPUT -p icmp -j REJECT --reject-with icmp-host-unreachable
snowball:~# ping -c¢ 1 localhost

PING localhost (127.0.0.1) 56(84) bytes of data.

---  localhost ping statistics
1 packets transmitted, 0 received, 100% packet loss, time Oms

File Edit \Mew Capture Analyze Statistics Help

DEdR08R00O®D00aaa | XE

No. . |Time |Source |Destinati0n i3rotoco| |Inf0

1 0.000000 127.0.0.1 127.0.0.1 ICMP
2 0.000057 12 1 E .1 ICMP

st

Echo (ping) reque
De tior

I Frame 2 (126 bytes on wire, 126 bytes captured) 2]
I Ethernet Il, Src: 00:00:00:00:00:00, Dst: 00:00:00:00:00:00
I Internet Protocol, Src Addr: 127.0.0.1 (127.0.0.1), Dst Addr: 127.0.0.1 (127.0.0.1)
- Internet Control Message Protocol

Type: 3 (Destination unreachable)

Code: 1 (Host unreachable)
Checksum: Oxfcfe (correct)
I Internet Protocol, Src Addr: 127.0.0.1 (127.0.0.1), Dst Addr: 127.0.0.1 (127.0.0.1)

I Internet Control Message Protocol =
0020 00 01 03 [ifl fc fe 00 00 00 00 45 00 00 54 00 00 ...J.... ..E..T.. B

0030 40004001 3ca77f00 00017f0000010800 @@.<.....c..vns i
0040 dl 3d 09 4b 00 01 40 5d c4 100006 2d ff 08 09 .=K..@] ....~... il
0050 0aOb Oc O0d Oe Of 10 11 121314151617 1819 .........coeeees =]

|@F”t9”| l' dk Expression... | bLimpiari o Aplicar“cOde liemp.codel, 1| PizDi2M:0 //I,-

DNAT. Objetivo valido parala tablanaty lascadena$® REROUTING y OUTPUT.ConDNAT, podemos
cambiara direccidnde destinodel paqueteEstoesespecialmentéatil cuandogueremosedirigir laspeticiones
aunservidorinternodela LAN condireccionedP privadasseginespeci cael RFC1918.

snowball:~# iptables -t nat -A PREROUTING-p tcp -d 81.65.123.90 --dport 80 \
-j DNAT --to-destination 192.168.1.10:80

Cuandarecibimos(-A  PREROUTINgunapeticionweb(-p tcp --dport  80) aladirecciénlP publica(-d
81.65.123.90 ), la erviamosala direccionlP privadadela LAN (--to-destination 192.168.1.10:80 ).

12



Capitulo3. Iptables

REDIRECT . Esteobjetivo séloesvélido enlascadena®®REROUTING y OUTPUT dela tablanat. Esuna
especializaciode DNAT. En DNAT podemoslegir la IP de destino,en REDIRECT siempreseréla del propio
host.

snowball:~# iptables iptables -t nat -A PREROUTING-p tcp --dport 80 -j REDIRECT\
--to-ports 8080

Cuandarecibimos(-A  PREROUTINGunapeticionweb(-p tcp --dport  80), laredirigimosal puertodel
proxy(-j REDIRECT --to-ports 8080).

SNAT. Objetivo valido tambiénenla tablanat, perotinicamentenla cadendPOSTROUTING. Esteobjetivo es
muy utilizadosobretodgaratodosaquellosquetieneunadnicacone&ion a Internety variasmaquinagletras.

snowball:~# iptables iptables -t nat -A POSTROUTINGo ethO - SNAT\
--to-source 81.65.123.90

Cuandaunpaquetedela LAN esenrutadd-A POSTROUTINEhaciala ethernegjuetienesalidaa Internet(-o
eth0 ), entoncesambiala IP original, porla quenossuministranuestrolSP(-j SNAT --to-source
81.65.123.90 ) parapodertenersalidaaInternet.

MASQUERADE. Esunapatrticularizaciérde SNAT, y portantoUnicamenteutilizableenla cadena
POSTROUTING dela tablanat. Seutiliza encasode quela direccionlP publicaseaasignadalinamicamente
(quesueleserlo masnormal),conlo quenosahorramosda opcién--to-source

snowball:~# iptables -t nat -A POSTROUTINGo eth0 - MASQUERADE

Esteesel ejemplomasutilizadoanivel mundial;-) .Realizarda mismatareaqueel SNAT, perono haréfalta
guele indiqguemodP.

Nota: En caso de tener una conexion a Internet con una direcciéon IP ja asignada por nuestro ISP,
utilizaremos SNAT.

3.7.Manejo delasreglas

Lasoperacionedasicagjuesepuederhaceraunacadenaon:

* -N Creaunanuevacadena

» -X Borraunacadenale nida por el usuario

* -A Ahadeunareglanuesaal nal delacadena
» -D Eliminareglasdeunacadena

-l Insertaunareglaenla posiciondela cadenajuele indiquemos

13



-R Muevela regladentrodela cadena

-F Elimina TODAS lasreglasdela cadena

-L Listatodaslasreglasdela cadena

-Z Ponea cerolos contadoresle paquetesle cadaregla

-P Cambiala politicade cadacadena

Capitulo3. Iptables
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Capitulo 4. Con®guraci n de Firewalls

En estecapituloveremosejemplosdereglasdeiptablesaplicadosa arquitecturasliferentesconnecesidades
diferentesgueiran aumentandencomplejidad Porcorvenio,seutilizaranlos siguenteslatosentodaslas
con guraciones:

1. Politicaspor defectoDROP (salw el la cadenaDUTPUT del primerejemplo).
2.Red10.0.0.0/8paralasLAN
3.Red172.16.0.0/1paralasDMZ

4. Redl92.168.0.0/3@araenlacepuntoa punto(evitarael spoo ngsi no seconsideral subnetze)

4.1.Con®guracionesbasicas

Primerocomenzaremosonun ejemplomuy simpleenla quevamosa securizaminimamentel host
192.168.1.Jqueestéconectada otros2 host.

4.1.1.Ejemplo 1

— A—

SKYNET BONSAI
192.168.1.1 192.168.1.2

SNOWBALL
192.168.1.3

#!/bin/bash

#DEFINIMOS LAS VARIABLES CONLAS QUE TRABAJAREMOS
IPT=/shin/iptables

BONSAI="192.168.1.2"

SNOWBALL="192.168.1.3"

#BORRAMOEUALQUIER REGLA ANTERIOR,LAS CADENASDE USUARIO EXISTENTES,
#Y PONEMOSA CEROLOS CONTADORE®E LAS CADENAS

$IPT -F

$IPT -X
$IPT -Z

15



Capitulo4. Con guraciénde Firewalls

#DEFINIMOS LAS POLITICAS POR DEFECTO

$IPT -P INPUT DROP
$IPT -P OUTPUTACCEPT

#EMPEZAMOSON LAS REGLASDE FILTRADO

#PERMITIREMOS QUE SKYNET PUEDA TRABAJAR LOCALMENTE

$IPT -A INPUT -i lo -j ACCEPT

#SOLO SNOWBALLPODRAACCEDERA SKYNET PARA ADMINISTRARLO

$IPT -A INPUT -s $SNOWBALL-j ACCEPT

#PERMITIMOS A BONSAI UTILIZAR EL SERVIDORWEBY EL FTP

$IPT -A INPUT -s $BONSAI -m multiport --destination-ports 80,443 - ACCEPT
$IPT -A INPUT -s $BONSAI -p tcp --dport 20:21 -j ACCEPT

#PARA TODOLO DEMAS-> DROP

AvViso

Hay que tener en cuenta que el ORDEN de las reglas es vital. Una regla en un mal lugar, puede
echarnos al suelo toda la seguridad del re wall, o hacer que el re wall no haga lo que se supone que
debe hacer.

4.1.2.Ejemplo 2

Enesteejemplo,losusuariogdela LAN, tendransalidaainternetmedianteNAT atravésdel router/ rewall.

LAN

10.0.0.0/8

ROUTER/FIREWALL
LINUX

#!/bin/bash

#DEFINIMOS LAS VARIABLES CONLAS QUE TRABAJAREMOS
IPT=/sbin/iptables

LAN="10.0.0.0/8"

ADMIN="10.0.0.10"
IF_EXT="eth0"

16
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UP_PORTS="1024:65535"
DNS_SERVER="195.235.113.3"

#BORRAMOSUALQUIER REGLA ANTERIOR,LAS CADENASDE USUARIO EXISTENTES,
#Y PONEMOSA CEROLOS CONTADORE®E LAS CADENAS

for TABLE in filter nat
do

$IPT -t $TABLE -F
$IPT -t $TABLE -X
$IPT -t $TABLE -Z
done

#DEFINIMOS LAS POLITICAS POR DEFECTO
$IPT -P INPUT DROP

$IPT -P OUTPUTDROP

$IPT -P FORWARDROP

#ACTIVAMOSEL NAT Y EL REENVIO DE PAQUETES

$IPT -t nat -A POSTROUTINGs $LAN -0 $IF_EXT -j MASQUERADE
echo 1 > /proc/sys/net/ipv4/ip_forward

#PERMITIREMOS QUE EL ROUTER/FIREWALL PUEDA TRABAJAR LOCALMENTE

$IPT -A INPUT -i lo -j ACCEPT
$IPT -A OUTPUT-0 lo - ACCEPT

#EMPEZAMOSON LAS REGLASDE FILTRADO

#PERMITIMOS QUE UNICAMENTEEL ADMINISTRADORPUEDA CONECTARPOR SSH

$IPT -A INPUT -s $ADMIN -p tcp --dport 22 -j ACCEPT
$IPT -A OUTPUT-d $ADMIN -p tcp --sport 22 -j ACCEPT

#PERMITIMOS LAS CONSULTASDNS

$IPT -A FORWARD-p udp -s $LAN -d $DNS_SERVER-dport 53 -j ACCEPT
$IPT -A FORWARD-p udp -d $LAN -s $DNS_SERVER-sport 53 -j ACCEPT

#DAMOSSALIDA AL TRAFICO WEB

$IPT -A FORWARDs $LAN -p tcp -m multiport --destination-ports 80,443 - ACCEPT

$IPT -A FORWARDd $LAN -p tcp -m multiport --source-ports 80,443 - ACCEPT
#PERMITIMOS EL INTERCAMBIO DE FICHEROS MEDIANTE FTP

$IPT -A FORWARDp tcp -s $LAN --sport  $UP_PORTS--dport  20:21 - ACCEPT
$IPT -A FORWARDp tcp -d $LAN --dport $UP_PORTS--sport  20:21 -j ACCEPT

$IPT -A FORWARDp tcp -s $LAN --sport $UP_PORTS -dport $UP_PORTS-j ACCEPT
$IPT -A FORWARDp tcp -d $LAN --dport $UP_PORTS -sport $UP_PORTS-j ACCEPT
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Capitulo4. Con guraciénde Firewalls

4.2.Con®guracionesmedias

4.2.1.Ejemplo 3

Ahoraseparamotos elementosiel ejemploanterior interponiendaentreel routery la LAN en re wall. EI NAT
lo realizaréel routet

LAN
10.0.0.0/24

A

@ 192.168.0.1/30 D]I 1
" /

~ 192.168.0.2/30 l_/’

FIREWALL
LINUX

#!/bin/bash
#DEFINIMOS LAS VARIABLES CONLAS QUE TRABAJAREMOS

IPT=/shin/iptables
LAN="10.0.0.0/8"
ADMIN="10.0.0.10"
IF_EXT="eth0O"

IF_INT="eth1"
UP_PORTS="1024:65535"
DNS_SERVER="195.235.113.3"

#BORRAMOEUALQUIER REGLA ANTERIOR,LAS CADENASDE USUARIO EXISTENTES,
#Y PONEMOSA CEROLOS CONTADORE®E LAS CADENAS

for TABLE in filter nat
do

$IPT -t S$TABLE -F

$IPT -t $TABLE -X
$IPT -t $TABLE -Z
done

#DEFINIMOS LAS POLITICAS POR DEFECTO

$IPT -P INPUT DROP

$IPT -P OUTPUTDROP

$IPT -P FORWARIDROP

#ACTIVAMOSEL REENVIO DE PAQUETES

echo 1 > /proc/sys/net/ipv4/ip_forward

#ACTIVAMOS EL RETORNODE LOS PAQUETES, CONLO QUE SOLO ESPECIFICAREMOSUNA REGLA.
$IPT -1 INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

$IPT -I OUTPUT-m state --state ESTABLISHED,RELATED -j ACCEPT
$IPT - FORWARDmM state --state ESTABLISHED,RELATED -j ACCEPT
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#PERMITIREMOS QUE EL FIREWALL PUEDA TRABAJAR LOCALMENTE
$IPT -A INPUT -i lo -j ACCEPT
#LOGEAREMOSOS ICMP QUE VENGANDE LA LAN (SALVO DESDEEL HOST DEL ADMIN).
$IPT -N ICMP
$IPT -A ICMP -i $IF_INT -s $ADMIN -p icmp -j ACCEPT

$IPT -A ICMP -i $IF_INT -s ! $ADMIN -p icmp - LOG\
--log-prefix "ICMP FILTRADOSDESDELA LAN: "

#EMPEZAMOSON LAS REGLASDE FILTRADO

#PERMITIMOS QUE UNICAMENTEEL ADMINISTRADORPUEDA CONECTARPOR SSH
$IPT -A INPUT -m state --state NEW-s $ADMIN -p tcp --dport 22 -j ACCEPT
#PERMITIMOS LAS CONSULTASDNS

$IPT -A FORWARDm state --state  NEW-o S$IF_EXT -p udp -s $LAN -d $DNS_SERVER
—dport 53 -j ACCEPT

#DAMOSSALIDA AL TRAFICO WEB

$IPT -A FORWARDmM state --state NEW-s $LAN -p tcp -m multiport \
--destination-ports 80,443 - ACCEPT

#PERMITIMOS EL INTERCAMBIO DE FICHEROS MEDIANTE FTP

$IPT -A FORWARDmM state --state NEW-p tcp -s $LAN --sport $UP_PORTS\
--dport 20:21 - ACCEPT

$IPT -A FORWARDmM state --state NEW-p tcp -s $LAN --sport  $UP_PORTS\
--dport  $UP_PORTS-j ACCEPT

#DEJAMOSPASAR EL TRAFICO DE CORREO

$IPT -A FORWARDmM state --state NEW-s $LAN -p tcp -m multiport \
--destination-ports 25,143,110 - ACCEPT
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4.2.2.Ejemplo 4

En estaarquitecturaafiadiremoslosservidoresala LAN quedeberarseraccesiblalesdeel exterior

A

e 192.168.0.1/30 [:]I 1
——7

u 192.168.0.2/30 —

FIREWALL
LINUX

10.0.0.0/8

#!/bin/bash
#DEFINIMOS LAS VARIABLES CONLAS QUE TRABAJAREMOS

IPT=/sbin/iptables
LAN="10.0.0.0/8"
ANY="0.0.0.0/0"
ADMIN="10.0.0.10"
IF_EXT="eth0"

IF_INT="ethl"
UP_PORTS="1024:65535"
WEB_SERVER="10.0.0.2"
MAIL_SERVER="10.0.0.3"
DNS_SERVER="195.235.113.3"

#BORRAMOEUALQUIER REGLA ANTERIOR,LAS CADENASDE USUARIO EXISTENTES,
#Y PONEMOSA CEROLOS CONTADORE®E LAS CADENAS

for TABLE in filter nat
do

$IPT -t $TABLE -F
$IPT -t $TABLE -X
$IPT -t $TABLE -Z
done

#DEFINIMOS LAS POLITICAS POR DEFECTO

$IPT -P INPUT DROP

$IPT -P OUTPUTDROP

$IPT -P FORWARIDROP

#ACTIVAMOSEL REENVIO DE PAQUETES

echo 1 > /proc/sys/net/ipv4/ip_forward

#ACTIVAMOSEL RETORNCDE LOS PAQUETES, CONLO QUE SOLO ESPECIFICAREMOSUNA REGLA.
$IPT -I INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

$IPT -I OUTPUT-m state --state ESTABLISHED,RELATED -j ACCEPT
$IPT -I FORWARDmM state --state ESTABLISHED,RELATED -j ACCEPT

20



Capitulo4. Con guraciénde Firewalls
#PERMITIREMOS QUE EL FIREWALL PUEDA TRABAJAR LOCALMENTE
$IPT -A INPUT -i lo -j ACCEPT

#LOGEAREMO&OS ICMP QUE VENGANDE LA LAN Y DE INTERNET
#(SALVO DESDEEL HOST DEL ADMIN)

$IPT -N ICMP
$IPT -A ICMP -s $ADMIN -p icmp -j ACCEPT
$IPT -A ICMP -i $IF_INT -s ! $ADMIN -p icmp - LOG\

--log-prefix "ICMP FILTRADOS DESDELA LAN: "
$IPT -A ICMP -i $INT_EXT -s S$ANY -p icmp -j LOG\
--log-prefix "ICMP FILTRADOS DESDE INTERNET: "

#EMPEZAMOSON LAS REGLASDE FILTRADO

#PERMITIMOS QUE UNICAMENTEEL ADMINISTRADORPUEDA CONECTARPOR SSH
$IPT -A INPUT -m state --state NEW-s $ADMIN -p tcp --dport 22 -j ACCEPT
#PERMITIMOS LAS CONSULTASDNS

$IPT -A FORWARDmM state --state NEW-o $IF_EXT -p udp -s $LAN -d $DNS_SERVER
--dport 53 -j ACCEPT

#DAMOSSALIDA AL TRAFICO WEB

$IPT -A FORWARDmM state --state NEW-s $LAN -p tcp -m multiport \
--destination-ports 80,443 - ACCEPT

#PERMITIMOS EL INTERCAMBIO DE FICHEROS MEDIANTE FTP

$IPT -A FORWARDmM state --state NEW-p tcp -s $LAN --sport $UP_PORTS\
--dport 20:21 - ACCEPT

$IPT -A FORWARDmM state --state NEW-p tcp -s $LAN --sport  $UP_PORTS \
-dport $UP_PORTS-j ACCEPT

#DEJAMOSPASAR EL TRAFICO DE CORREO

$IPT -A FORWARDmM state --state NEW-s $LAN -p tcp -m multiport \
--destination-ports 25,143,110 - ACCEPT

#HABILITAMOS EL IRC

$IPT -A FORWARDmM state --state NEW-s $LAN -p tcp --dport 6667 -j ACCEPT
#REENVIAMOSLAS PETICIONES WEB, LAS POP3 Y LAS IMAP A LOS SERVIDORESDE LA LAN
$IPT -t nat -A PREROUTING-i $IF_ EXT -0 $IF_INT -s $ANY -p tcp \

--dport 80 -j DNAT --to-destination $WEB_SERVER:80

$IPT -t nat -A PREROUTING-i $IF_EXT -0 $IF_INT -s $ANY -d $IP_FW _EX -p tcp \
--dport 443 -j DNAT --to-destination $WEB_SERVER:443

$IPT -t nat -A PREROUTING-i $IF_EXT -0 S$IF_INT -s $ANY -d $IP_FW _EX -p tcp \
--dport 110 -j DNAT --to-destination $MAIL_SERVER:110
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$IPT
--dport

-t nat -A PREROUTING:-i

143 -

4.3.1.Ejemplo 5

S

$IF_EXT -0 $IF_INT
DNAT --to-destination

4.3.Con®guracionesavanzadas

Capitulo4. Con guraciénde Firewalls

-s $ANY -d $IP_FW_EX -p tcp \

$MAIL_SERVER:143

Aqui yaintroducimosunaDMZ endondeiran alojadostodoslos serviciosaccesibleslesdeel exterior, y
dejandda LAN aparte.

FIREWALL
LINUX

A 4
192.168.0.1/30 D]I 1
" /

-

#!/bin/bash

192.168.0.2/30

——

LAN

10.0.0.0/8

172.16.0.0/16

#DEFINIMOS LAS VARIABLES CONLAS QUE TRABAJAREMOS

IPT=/shin/iptables
LAN="10.0.0.0/8"
ANY="0.0.0.0/0"
DMZ="172.16.0.0/16"
ADMIN="10.0.0.10"
IF_EXT="eth0"

IF_INT="ethl"

IF_DMZ="eth2"
UP_PORTS="1024:65535"
WEB_SERVER="172.16.0.1"
MAIL_SERVER="172.16.0.2"
FTP_SERVER="172.16.0.3"
DNS_SERVER="195.235.113.3"
DOS="-m limit --limit-burst
SYN="-m limit --limit-burst

10
20

5/second"
10/second"

--limit
--limit

#BORRAMOSUALQUIER REGLA ANTERIOR,LAS CADENASDE USUARIO EXISTENTES,
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#Y PONEMOSA CEROLOS CONTADORE®E LAS CADENAS

for TABLE in filter nat
do

$IPT -t $TABLE -F
$IPT -t $TABLE -X
$IPT -t $TABLE -Z
done

#DEFINIMOS LAS POLITICAS POR DEFECTO

$IPT -P INPUT DROP

$IPT -P OUTPUTDROP

$IPT -P FORWARIDROP

#ACTIVAMOS EL REENVIO DE PAQUETES

echo 1 > /proc/sys/net/ipv4/ip_forward

#ACTIVAMOS EL RETORNODE LOS PAQUETES, CONLO QUE SOLO ESPECIFICAREMOSUNA REGLAY NO DOS.
$IPT -l INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
$IPT -l OUTPUT-m state --state ESTABLISHED,RELATED -j ACCEPT
$IPT - FORWARDmM state --state ESTABLISHED,RELATED -j ACCEPT
#PERMITIREMOSQUE EL FIREWALL PUEDATRABAJAR LOCALMENTE

$IPT -A INPUT -i lo -j ACCEPT

#LOGEAREMO®OSIBLES ATAQUESDo0S Y SYN FLOODING

$IPT -N DOS_FLOOD

$IPT -N DOS_FOOD_DROP

$IPT -A DOS_FLOODs $ANY -p icmp $DOS-j RETURN

$IPT -A DOS_FOOD_DROR LOG --log-level debug \

--log-prefix "EXCESO DE ICMP "

$IPT -N SYN_FLOOD

$IPT -N SYN_FLOOD_DROP

$IPT -A SYN_FLOOD-s $ANY -p tcp --syn $SYN - RETURN

$IPT -A SYN_FLOOD_DROH LOG --log-level debug \

--log-prefix "EXCESO DE CONEXIONESSYN "

#EMPEZAMOSON LAS REGLASDE FILTRADO

#PERMITIMOS QUE UNICAMENTEEL ADMINISTRADORPUEDA CONECTARPOR SSH
$IPT -A INPUT -m state --state NEW-s $ADMIN -i $IF_INT -p tcp --dport 22 -j ACCEPT
#PERMITIMOS LAS CONSULTASDNS

$IPT -A FORWARDm state --state NEW-o $IF_EXT -p udp -s $LAN -d $DNS_SERVER\
—dport 53 -j ACCEPT
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#DAMOSSALIDA AL TRAFICO WEB

$IPT -A FORWARDmM state --state NEW-s $LAN -0 $IF_EXT -p tcp -m multiport \
--destination-ports 80,443 - ACCEPT

#PERMITIMOS EL INTERCAMBIO DE FICHEROS MEDIANTE FTP

$IPT -A FORWARDmM state --state NEW-p tcp -s $LAN -0 $IF_EXT --sport  $UP_PORTS\
--dport  20:21 -j ACCEPT

$IPT -A FORWARDmM state --state NEW-p tcp -s $LAN -0 $IF_EXT --sport  $UP_PORTS \
--dport $UP_PORTS-j ACCEPT

#DEJAMOSPASAR EL TRAFICO DE CORREO

$IPT -A FORWARDmM state --state NEW-s $LAN -p tcp -0 $IF_EXT -m multiport \
--destination-ports 25,143,110 - ACCEPT

#REENVIAMOSLAS PETICIONES WEB, Y LAS SMTP VENIDAS DE INTERNET A LA DMZ,
#AL FTP SOLO SE PODRAACCEDERDESDELA LAN

$IPT -t nat -A PREROUTING-i $IF_INT -0 $IF._DMZ -s $LAN -d $DMZ-p tcp \

--dport 20 -j DNAT --to-destination $FTP_SERVER:20
$IPT -t nat -A PREROUTING-i $IF_INT -o $IF_DMZ -s $LAN -d $DMZ-p tcp \
--dport 21 -j DNAT --to-destination $FTP_SERVER:21

$IPT -t nat -A PREROUTING-i $IF_EXT -0 $IF_.DMZ -s ! $LAN -d $IP_FW_EXT -p tcp \

--dport 443 -j DNAT --to-destination $WEB_SERVER:443

$IPT -t nat -A PREROUTING-i $IF_ EXT -0 $IF. DMZ -s ! $LAN -d $IP_FW_EXT -p tcp \
--dport 80 -j DNAT --to-destination $WEB_SERVER:80

$IPT -t nat -A PREROUTING-i $IF_EXT -0 $IF_DMZ -s ! $LAN -d $IP_FW_EX -p tcp \
--dport 25 -j DNAT --to-destination $MAIL_SERVER:25
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4.3.2.Ejemplo 6

Esteseréel ejemplomascomplejo.Introduciremoda DMZ entreel exteriory la LAN, cadaunadelascuales
estarésecurizadgorun re wall.

FIREWALL 172.16.0.0/16
LINUX 1

@ 192.168.0.1/30
u 192.168.0.2/30 —

| 5 m : [ s
R RN\

WWW JABBER

DMZ

@ 192.168.0.2/30 . 7
S—
- 192.168.0.1/30 am—
FIREWALL
LINUX 2
LAN
10.0.0.0/8

Esteserael codigoparael rewall 1.
#!/bin/bash
#DEFINIMOS LAS VARIABLES CONLAS QUE TRABAJAREMOS

IPT=/sbin/iptables

LAN="10.0.0.0/8"

ANY="0.0.0.0/0"

DMZ="172.16.0.0/16"

IF_EXT="eth0"

IF_DMZ="ethl"
WEB_SERVER="172.16.0.3-172.16.0.4"
DNS_SERVER="195.235.113.3"

DOS="-m limit --limit-burst 10 --limit 5/second"”
SYN="-m limit --limit-burst 20 --limit 10/second"
LOG_LIMIT="-m limit  --limit-burst 20 --limit 5/second"”

#BORRAMOEUALQUIER REGLA ANTERIOR,LAS CADENASDE USUARIO EXISTENTES,
#Y PONEMOSA CEROLOS CONTADORE®E LAS CADENAS

for TABLE in filter nat
do

$IPT -t $TABLE -F
$IPT -t $TABLE -X
$IPT -t $TABLE -Z
done
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#DEFINIMOS LAS POLITICAS POR DEFECTO

$IPT -P INPUT DROP
$IPT -P OUTPUTDROP
$IPT -P FORWARIDROP

#ACTIVAMOS EL REENVIO DE PAQUETES

echo 1 > /proc/sys/net/ipv4/ip_forward

#ACTIVAMOSEL RETORNCDE LOS PAQUETES, CONLO QUE SOLO ESPECIFICAREMOSUNA REGLAY NO DOS.
$IPT -I INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
$IPT -l OUTPUT-m state --state ESTABLISHED,RELATED -j ACCEPT
$IPT - FORWARDM state --state ESTABLISHED,RELATED -j ACCEPT
#PERMITIREMOSQUE EL FIREWALL PUEDA TRABAJAR LOCALMENTE

$IPT -A INPUT -i lo -j ACCEPT

#LOGEAREMO®OSIBLES ATAQUESDO0S Y SYN FLOODING

$IPT -N DOS_FLOOD

$IPT -N DOS_FOOD_DROP

$IPT -A DOS_FLOOD-s $ANY -p icmp $DOS-j RETURN

$IPT -A DOS_FOOD_DROR LOG $LOG_LIMIT --log-level debug \
--log-prefix "EXCESO DE ICMP " --log-ip-option

$IPT -N SYN_FLOOD

$IPT -N SYN_FLOOD_DROP

$IPT -A SYN_FLOOD-s $ANY -p tcp --syn $SYN - RETURN

$IPT -A SYN_FLOOD_DROF LOG $LOG_LIMIT --log-level debug \
--log-prefix "EXCESO DE CONEXIONESSYN " --log-ip-option

#EMPEZAMOSON LAS REGLASDE FILTRADO

#DEJAMOSPASAR EL TRAFICO PERMITIDO EN EL FW2 PARA SU SALIDA A INTERNET

$IPT-A  FORWARDmM state --state NEW $IF_ DMZ -0 $IF_EXT \
-s $LAN -d ! $DMZ - ACCEPT

#EQUILIBRAMOS LA CARGAENTRE LOS SERVIDORESWEB

$IPT -t nat -A PREROUTING-i $IF_EXT -p tcp --dport 80 \
-0 IF._DMZ -j DNAT --to-destination $WEB_SERVER

Esteserael codigoparael rewall 2.
#!/bin/bash
#DEFINIMOS LAS VARIABLES CONLAS QUE TRABAJAREMOS

IPT=/sbin/iptables
LAN="10.0.0.0/8"
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ANY="0.0.0.0/0"

ADMIN="10.0.0.10"
RSYNC_SERVER="10.1.1.1"
WEB_SERVER="172.16.0.3-172.16.0.4"
JABBER_SERVER="172.16.0.5"

IF_EXT="eth0"

IF_DMZ="eth1"

UP_PORTS="1024:65535"

DOS="-m limit --limit-burst 10 --limit 5/second"
SYN="-m limit --limit-burst 20 --limit 10/second"
LOG_LIMIT="-m limit  --limit-burst 20 --limit 5/second"”

#BORRAMOSUALQUIER REGLA ANTERIOR,LAS CADENASDE USUARIO EXISTENTES,
#Y PONEMOSA CEROLOS CONTADORE®E LAS CADENAS

for TABLE in filter nat

do

$IPT -t $TABLE -F

$IPT -t $TABLE -X

$IPT -t $TABLE -Z

done

#DEFINIMOS LAS POLITICAS POR DEFECTO

$IPT -P INPUT DROP

$IPT -P OUTPUTDROP

$IPT -P FORWARIDROP

#ACTIVAMOSEL REENVIO DE PAQUETES

echo 1 > /proc/sys/net/ipv4/ip_forward

#ACTIVAMOS EL RETORNCDE LOS PAQUETES, CONLO QUE SOLO ESPECIFICAREMOSUNA REGLAY NO DOS.
$IPT -1 INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
$IPT -l OUTPUT-m state --state ESTABLISHED,RELATED -j ACCEPT
$IPT -1 FORWARDmM state --state ESTABLISHED,RELATED -j ACCEPT
#PERMITIREMOSQUE EL FIREWALL PUEDATRABAJAR LOCALMENTE

$IPT -A INPUT -i lo -j ACCEPT

#EMPEZAMOSON LAS REGLASDE FILTRADO

#PERMITIREMOSQUE EL ADMIN ACTUALICE LOS SERVIDORESDE LA DMZ MEDIANTE
#UN SERVIDOR RSYNCUBICADO EN LA LAN

$IPT -A FORWARDi $IF_INT -s $RSYNC_SERVERo $IF_EXT -d $DMZ\
-p tcp -sport 873 -j ACCEPT

#LOS USUARIOSDE LA LAN TENDRANACCESOA LOS SERVIDORESDE LA DMZ

$IPT -A FORWARDi $IF_ EXT -s $LAN -0 $IF_INT -d $DMZ-p tcp -m multiport \
--destination-ports 80,443 - ACCEPT

27



Capitulo4. Con guraciénde Firewalls

#HABILITAMOS UN SERVIDOR JABBER PARA LA COMUNICACIONINTERNA
#DE LOS USUARIOSDE LA LAN

$IPT -A FORWARDi $IF_EXT -s $LAN -0 $IF_INT -d $JABBER_SERVERp tcp \
--dport 5222:5223 -j ACCEPT

#PERMITIMOS LAS CONSULTASDNS

$IPT -A FORWARDm state --state NEW-o S$IF_EXT -p udp -s $LAN -d $DNS_SERVER
—dport 53 -j ACCEPT

#DAMOSSALIDA AL TRAFICO WEB

$IPT -A FORWARDmM state --state NEW-s $LAN -0 $IF_EXT -p tcp -m multiport \
--destination-ports 80,443 - ACCEPT

#PERMITIMOS EL INTERCAMBIO DE FICHEROS MEDIANTE FTP

$IPT -A FORWARDmM state --state NEW-p tcp -s $LAN -0 $IF_EXT --sport  $UP_PORTS\
--dport  20:21 -j ACCEPT

$IPT -A FORWARDmM state --state NEW-p tcp -s $LAN -0 $IF_EXT --sport  $UP_PORTS \
--dport $UP_PORTS-j ACCEPT

#DEJAMOSPASAR EL TRAFICO DE CORREO

$IPT -A FORWARDmM state --state NEW-s $LAN -p tcp -0 $IF_EXT -m multiport \
--destination-ports 25,143,110 - ACCEPT

#HABILITAMOS EL IRC

$IPT -A FORWARDmM state --state NEW-s $LAN -p tcp --dport 6667 -j ACCEPT
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5.1.Intr oduccion

El actualkernelde Linux, vieneconunasseriede caracteristicaquenosperitirarealizarun controlavanzadadel
trd co aplicandoQoS(Calidadde Servicio).Podremo®ncontradosprotocolosquerealizandichatarea:
Diffserv(RFC2475)y RSVR aunquenosotromosbasaremosnotrascaracteristicade adaptaciometra co del
kernel.Seentiendgpor QoSel podertratara un paqueteu otro dependiendade suscaracteristicagonlo que
consguiremosunamejorgestiondel anchode bandaParami, el QoSesla alternatva a desconectaa mis
compafierosle piso (grandesonsumidoresle redesP2P)del switch, parapoderleerel correoo navegarun
poco.

Paraunabuenagestiondel anchode bandatansolonecesitaremosl paquetéproute2 , iptables y mucho
café;peroantesdeberemosomprendeciertosconceptos.

Cuandoseerviandatospor unainterfaz,por defectoseencolanenunaFIFO (el primeroqueentraesel primero
guesale),y cuandaenemosinagrancantidaddetra co, sisumamo®l tiempoquetardael paqueteenentrary
salirdela FIFOYy repetirel mismoprocescennuestroSP,tenemogsomoresultadainalatenciabastante
elevaday nadarecomendable.

Parasolucionarlojo quedeberemosacerestransladaesacola(normalmenteituadaenel médem)dondese
creanlascongestionesa nuestrarouterparadarleformaanuestrogusto.Pero,¢y cémoconsigoesto? pues
creandaun pequefiocuellode botellaentrenuestroroutery el médem.

DOWNLINK = 300KB DOWNLINK = 300KB
UPLINK = @50KB UPLINK = @50KB
Ef 14
10MB
~120KB
=

COLAS EN EL MODEM COLAS EN EL ROUTER

Conestoconsguimosun mejorrendimiento puestoqueahorapodemoson gurar enel routerciertostiposde
disciplinasde colaparamanejarel tra co deunamaneramase ciente. Lasdisciplinasde colaseencagande
decirleal kernelcdmodebeelggir el siguientepaqueteparatransmitir(cadadisciplinade colasebasaenunas
caracteristicapararealizardichalabor).
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5.1.1.Disciplinas de colassimple

Simplementeselimitan aaceptarreordenardescartap retrasatos datos.Podemosncontrar:

» pf o_fast FirstIn FisrstOut, conespeciatratamientaal campoTOS.
» TBF: Dejapasapaquetegjueno seexcedande unatasaimpuestgoor nosotros.

+ RED: Unicamentendicadopararoutersde backbong endondeel ervio detra co debeserlo masrapido
posible.

» SFQ: Ervia datosdeformaequitativa, evitandoquenadieseapoderalel anchode banda.

Nota: Para una informacion mas detallada sobre sus caracteristicas y usos, se puede consultar Linux
Advanced Routing & Traf ¢ Control (http://lartc.org)

5.1.2.Disciplinas de colascon clase

Estasadiferenciadelassimples tienennivel de profundidad Es decir, sepuedetenerunaqdiscraizdela que
cuelguertiertassubdvisiones gnlascualessepodradagrupadiferentegiposde paquetegclasesparaluego
darleprioridadesA suvez,lasclasegpuederntenerotrasqdisccono sin clasesPordefecto,cuandosecreauna
clase sele adjuntaunaqdiscFIFO (sepuedecambiarpor otra), salo quede esaclasetengaclaseshijas.

QDISC RAIZ
1:
CLASE HIA 1:1 CLASE HIJA 1:2
QDISC FIFO
CLASES HIJA 1:20 CLASES HIJA 1:21
QDISC SFQ QDISC SFQ

Paraidenti car lasclasesutilizaremosunanotaciénde dosnimerosseparadopor dospuntos: major:minor. El
major, seutiliza parareferenciata raizdeunaclase ,encambioel minor sere ere acualquieradelasclasegjue
desciendendelaraizpadre.

Porultimo, paratrataralos paqueteenlasdiferentesclasesdeberemosleutilizar un Itro, quedela misma
maneraquehaciarlasreglasdel re wall, encasode cumplirunasdeterminadasaracteristicasgtan a unasclases
o aotras.Ahorayapodemoserlasprincipalesgdiscconclases.

« CBQ: Algoritmo quebaséandosenprioridadesgrvia paquetesUtil paraerviar paquetes claseshijas.

» HTB: IgualqueCBQ peroun pocomase ciente.
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5.1.3.Filtr os

Los Itros seranlos quenospermitiranclasi car los paquetegndiferentesclases.

« fw: Clasi cardel tra co basandosenla marcadel paquetegyuele colocaremogonel objetvo MARKde
iptables.

» u32 Sebasaré&ncaracteristicadela cabecerdP parahacerasclasi caciones.

5.2.Resewva de anchode banda segunprotocolo

#!/bin/bash
echo "Starting Qos"

# 10 -> ssh,syn,DNS,ipv6 (20kbits) -> PRIO 1

# 11 -> smtp,pop3,imap,news (10kbits) --> PRIO 2
# 12 -> http,https,ftp (40kbits) --> PRIO 3

# 13 -> emule... (50kbits) --> PRIO 4

MAX=120
IPT=/sbin/iptables
IP6T=/shin/ip6tables
TC=/sbin/tc
IF_EXT="eth0"

$TC qdisc add dev $IF_EXT root handle 1: htb default 13

$TC class add dev $IF_EXT parent 1: classid 1:1 htb rate ${MAX}kbit ceil ${MAX}kbit

$TC class add dev $IF_EXT parent 1:1 classid 1:10 htb rate 20kbit ceil ${MAX}kbit
$TC class add dev $IF_EXT parent 1:1 classid 1:11 htb rate 10kbit ceil ${MAX}kbit
$TC class add dev $IF_EXT parent 1:1 classid 1:12 htb rate 40kbit ceil ${MAX}kbit
$TC class add dev $IF_EXT parent 1:1 classid 1:13 htb rate 50kbit ceil ${MAX}kbit

$TC qdisc add dev $IF_EXT parent 1:10 handle 100: sfq perturb 10 quantum 1500
$TC qdisc add dev $IF_EXT parent 1:11 handle 110: sfq perturb 10 quantum 1500
$TC qdisc add dev $IF_EXT parent 1:12 handle 120: sfq perturb 10 quantum 1500
$TC qdisc add dev $IF_EXT parent 1:13 handle 130: sfq perturb 10 quantum 1500

$TC filter add dev $IF_EXT parent 1:0 protocol ip prio 1 handle 1 fw classid 1:10
$TC filter add dev $IF_EXT parent 1:0 protocol ip prio 2 handle 2 fw classid 1:11
$TC filter add dev $IF_EXT parent 1:0 protocol ip prio 3 handle 3 fw classid 1:12
$TC filter add dev $IF_EXT parent 1:0 protocol ip prio 4 handle 4 fw classid 1:13

#Empezamos con el marcaje de paquetes!!!

# ICMP
$IPT -t mangle -A PREROUTING-p icmp -j MARK--set-mark 1
$IPT -t mangle -A PREROUTING-p icmp -j RETURN

$IPT -t mangle -A OUTPUT-p icmp - MARK--set-mark 1
$IPT -t mangle -A OUTPUT-p icmp - RETURN

prio
prio
prio
prio
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# SSH

$IPT -t mangle -A PREROUTING-p tcp  --dport 22 -j MARK--set-mark 1
$IPT -t mangle -A PREROUTING-p tcp  --dport 22 -j RETURN

$IPT -t mangle -A OUTPUT-p tcp --dport 22 -j MARK--set-mark 1
$IPT -t mangle -A OUTPUT-p tcp  --dport 22 -j RETURN

#HTTP & HTTPS

$IPT -t mangle -A PREROUTING-p tcp  --dport 80 -j MARK--set-mark 3
$IPT -t mangle -A PREROUTING-p tcp  --dport 80 -j RETURN

$IPT -t mangle -A PREROUTING-p tcp --dport 443 -j MARK--set-mark 3
$IPT -t mangle -A PREROUTING-p tcp --dport 443 -j RETURN

#NEWS(NNTP)

$IPT -t mangle -A PREROUTING-p tcp  --dport 119 -j MARK--set-mark 2

$IPT -t mangle -A PREROUTING-p tcp  --dport 119 4§ RETURN

#FTP

$IPT -t mangle -A PREROUTING-p tcp  --dport 20:21 - MARK--set-mark 3
$IPT -t mangle -A PREROUTING-p tcp  --dport 20:21 -j RETURN

$IPT -t mangle -A OUTPUT-p tcp --dport 20:21 -j MARK--set-mark 3
$IPT -t mangle -A OUTPUT-p tcp  --dport 20:21 -j RETURN

#POP3

$IPT -t mangle -A PREROUTING-p tcp  --dport 110 -j MARK--set-mark 2
$IPT -t mangle -A PREROUTING-p tcp --dport 110 -j RETURN

#IMAP

$IPT -t mangle -A PREROUTING-p tcp  --dport 143 -j MARK--set-mark 2
$IPT -t mangle -A PREROUTING-p tcp --dport 143 -j RETURN

#SMTP

$IPT -t mangle -A PREROUTING-p tcp  --dport 25 -j MARK--set-mark 2
$IPT -t mangle -A PREROUTING-p tcp  --dport 25 -j RETURN

#DNS

$IPT -t mangle -A PREROUTING-p udp --dport 53 -j MARK--set-mark 1
$IPT -t mangle -A PREROUTING-p udp --dport 53 -j RETURN

$IPT -t mangle -A OUTPUT-p udp --dport 53 -j MARK--set-mark 1
$IPT -t mangle -A OUTPUT-p udp --dport 53 -j RETURN

# TCP con el bit SYN activado  (principio de conexion)
$IPT -t mangle -I PREROUTING-p tcp --syn -j MARK--set-mark 1
$IPT -t mangle -l PREROUTING-p tcp --syn - RETURN
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#Trafico  en general (emule....)
$IPT -t mangle -A PREROUTING-j MARK--set-mark 4
#Tréfico IPv6

$IP6T -t mangle -A PREROUTING-j MARK--set-mark 1
$IP6T -t mangle -A OUTPUT-j MARK--set-mark 1

Nota: Si se desea, se puede a nar la clasi cacién del traco P2P, con el médulo IPP2P de iptables,
disponible en esta web. (http://rnvs.informatik.uni-leipzig.de/ipp2p/index_en.html)

Ahorapodemosomprobaiquelas colassehancreadoy quehaytra co enellas.

zeni~# tc -s class show dev ethO

class htb 1:11 parent 1:1 leaf 110: prio 1 rate 10Kbit ceil 120Kbit burst 1611b cburst

Sent 22950 bytes 281 pkts (dropped 0, overlimits 0)
lended: 281 borrowed: 0 giants: 0
tokens: 921984 ctokens: 107143

class htb 1:1 root rate 120Kbit ceil 120Kbit burst 1752b cburst 1752b
Sent 83502 bytes 849 pkts (dropped 0, overlimits 0)

rate  16bps

lended: O borrowed: 0 giants: 0

tokens: 109934 ctokens: 109934

class htb 1:10 parent 1:1 leaf 100: prio O rate 20Kbit ceil 120Kbit burst 1624b cburst

Sent 19969 bytes 222 pkts (dropped 0, overlimits 0)
rate  11lbps

lended: 222 borrowed: 0 giants: 0

tokens: 608399 ctokens: 109934

class htb 1:13 parent 1:1 leaf 130: prio 3 rate 50Kbit ceil 120Kbit burst 1663b cburst

Sent 7623 bytes 85 pkts (dropped 0, overlimits 0)
lended: 85 borrowed: 0 giants: 0
tokens: 258558 ctokens: 113666

class htb 1:12 parent 1:1 leaf 120: prio 2 rate 40Kbit ceil 120Kbit burst 1650b cburst

Sent 32960 bytes 261 pkts (dropped 0, overlimits 0)
rate  4bps

lended: 261 borrowed: 0 giants: 0

tokens: 302423 ctokens: 108290
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5.3.Resewvade anchode bandapor IP

Puedeser quepre ramosdistribuir el anchode bandaequitatvamenteentrenuestrosisuariosp asignara cada
usuariociertaparte.Parael primercaso bastariainasimpleqdisc SFQ,conlo queconsguiriamosguetodoslos
usuariopudiesererviar paquetesle formaequitativa. Estaopcionla consguiriamosconunasimplelinea:

zen:~# tc qdisc add dev ethO root handle 1: sfq perturb 10 quantum 1500

Tal vezseaunagdiscmasapropiadajuela FIFO por defecto,aunqueseguramenteuestrousuarioagradeceral
tenerasignadainapartedel anchodebandaUn simple Itro U32 nospuedeayudarenestatarea:

#!/bin/bash

MAX=120
IPT=/sbin/iptables
IP6T=/shin/ip6tables
TC=/sbin/tc
IF_EXT="eth0"

$TC qgdisc add dev $IF_EXT root handle 1: htb
$TC class add dev $IF_ EXT parent 1: classid 1:1 htb rate ${MAX}kbit ceil ${MAX}kbit

$TC class add dev $IF_EXT parent 1:1 classid 1:10 htb rate 30kbit ceil ${MAX}kbit
$TC class add dev $IF_EXT parent 1:1 classid 1:11 htb rate 30kbit ceil ${MAX}kbit
$TC class add dev $IF_EXT parent 1:1 classid 1:12 htb rate 30kbit ceil ${MAX}kbit
$TC class add dev $IF_EXT parent 1:1 classid 1:13 htb rate 30kbit ceil ${MAX}kbit

$TC filter add dev $IF_EXT parent
$TC filter add dev $IF_EXT parent
$TC filter add dev $IF_EXT parent
$TC filter add dev $IF_EXT parent

protocol ip u32 match ip src 192.168.0.3 flowid  1:10
protocol ip u32 match ip src 192.168.0.4 flowid  1:11
protocol ip u32 match ip src 192.168.0.5 flowid  1:12
protocol ip u32 match ip src 192.168.0.6 flowid  1:13

Otrasoluciénalternatvaa U32, hubierasidoiptables+ ltro fw:

#!/bin/bash

MAX=120
IPT=/sbin/iptables
IP6T=/shin/ip6tables
TC=/sbin/tc
IF_EXT="eth0"

$TC qgdisc add dev $IF_EXT root handle 1: htb

$TC class add dev $IF_EXT parent 1: classid 1:1 htb rate ${MAX}kbit ceil ${MAX}kbit
$TC class add dev $IF_EXT parent 1:1 classid 1:10 htb rate 30kbit

$TC class add dev $IF_EXT parent 1:1 classid 1:11 htb rate 30kbit

$TC class add dev $IF_EXT parent 1:1 classid 1:12 htb rate 30kbit

$TC class add dev $IF_EXT parent 1:1 classid 1:13 htb rate 30kbit

$IPT -A FORWARDt mangle -s 192.168.0.3 -j  MARK--set-mark 1
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N

$IPT -A FORWARDt mangle -s 192.168.0.4 -j  MARK--set-mark
$IPT -A FORWARDt mangle -s 192.168.0.5 -j  MARK--set-mark
$IPT -A FORWARDt mangle -s 192.168.0.6 -j  MARK--set-mark 4

w

$TC filter add dev $IF_EXT parent 1: protocol ip handle 1 fw classid 1:10
$TC filter add dev $IF_EXT parent 1: protocol ip handle 2 fw classid 1:11
$TC filter add dev $IF_EXT parent 1: protocol ip handle 3 fw classid 1:12
$TC filter add dev $IF_EXT parent 1: protocol ip handle 4 fw classid 1:13

5.4.IMQ

IMQ esel acrénimode IntermediateQueuingDevice (Dispositivo Intermediode Encolado)y ho esmasqueun
dispositvo virtual quenosayudaréa solucionaralgunosproblemasmplicitosenel tratamientadetra co.

Unadelaspropiedadeslel controldetra co querealizamosnnuestrorouterlinux esque,SOLOpodemos
manejarel tra co desalida,puestoqueel deentraddo controlanuestrolSP.Asi, conunapoliticade controlméas
0 menoshuenay algunqueotro arrgglo mediantdasrespuestaa la congestiorde TCP comoel comienzdento
o el decementamultiplicativo, sepuedeconsguir unabajalatenciaparatodoslos usuariosdela LAN. Pero,
algunagielascaracteristicaquenosofrecelMQ son:

1. Controldeltra co entrante.

2. Asignarpoliticasglobales.

La segundaseriainteresanten casodetenercon&ion a Internetmediantevarios ISP, ya quepodriamos
"fusionarel tra co delasdossalidasenun solodispositvo imq y aplicarlea dichodispositivo laspoliticasde
QoS,envezdealasdosethx . La primeracaracteristicmospermitiraclasi car el tra co deentraddel que
vienede Internethacianuestrd_AN) endiversasydisco clasescondiversagrioridades.

De momentoenla versiéndel kernelquehe utilizadoparalas pruebasla 2.6.3,el soporteparalMQ novienede
serie,conlo quetendremogjueparcheael kernel.

zen:/usr/src/linux# wget http://www.linuximg.net/patchs/linux- 2.6.2 -img-4 .diff
zen:/usr/src/linux# patch -pl < linux-2.6.2-img-4.diff

patching file  drivers/net/Kconfig

patching file  drivers/net/Makefile

Hunk #1 succeeded at 110 with fuzz 1.
patching file  drivers/net/img.c

patching  file  include/linux/imq.h

patching  file  include/linux/neffilter_ipv4/ipt_IMQ.h
patching  file  include/linux/netfilter_ipv6/ip6t_IMQ.h
patching  file  include/linux/skbuff.h

Hunk #1 succeeded at 251 (offset 5 lines).
patching file  net/ipv4/netfilter/Kconfig

patching file  net/ipvd/netfilter/Makefile

patching file  net/ipv4/netffilter/ipt_IMQ.c
patching file  net/ipv6/netfilter/Makefile

patching file  net/ipv6/netfilter/ip6t_IMQ.c
patching file  net/sched/sch_generic.c
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zen:/usr/src/linux# make menuconfig

Nota: Si se va a utilizar IMQ en una maquina que realiza NAT, también deberemos parchear el
..Idrivers/net/img.c , con el parche con soporte para NAT que encontraremos en la web principal de
IMQ. (http://www.linuximg.net)

Conestoyatendremo®l kernellisto paradarlesoportea IMQ.

AvViso

NO compilar IMQ como médulo <M> sino como <*> , sino el kernel dara un error cuando llegue a
IMQ. De momento el bug ain no se ha solucionado.

5.4.1.Con®guracin

Porel momentovamosa hacerun mirror dela con guraciondesalidaparala deentrada.
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#!/bin/bash

echo "Starting IMQ"

# 10 -> ssh,syn,DNS,ipv6 (60kbits) --> PRIO 1

# 11 -> smtp,pop3,imap,news (40kbits) --> PRIO 2
# 12 -> http,https,ftp (100kbits) --> PRIO 3

# 13 -> emule... (100kbits) --> PRIO 4

IPT=/sbin/iptables
IP6T=/shin/ip6tables
IP="/sbin/ip
TC=/sbin/tc
MAX=300

$TC qdisc add dev img0 root handle 1: htb default 13
$TC class add dev img0 parent 1: classid 1:1 htb rate ${MAX}kbit cell ${MAX}kbit

$TC class add dev img0 parent 1:1 classid 1:10 htb rate 60kbit ceil ${MAX}kbit prio
$TC class add dev img0 parent 1:1 classid 1:11 htb rate 40kbit ceil ${MAX}kbit prio
$TC class add dev img0 parent 1:1 classid 1:12 htb rate 100kbit ceil ${MAX}kbit prio
$TC class add dev img0 parent 1:1 classid 1:13 htb rate 100kbit ceil ${MAX}kbit prio

$TC qdisc add dev img0 parent 1:10 handle 100: sfq perturb 10
$TC qdisc add dev img0 parent 1:11 handle 110: sfq perturb 10
$TC qdisc add dev img0 parent 1:12 handle 120: sfq perturb 10
$TC qdisc add dev img0 parent 1:13 handle 130: sfq perturb 10

Nota: Notar que ahora la variable MAX vale 300 en vez de 120, ya que estamos tratando el tra co de bajada
de nuestro ISP

Conestoyatenemodasqdiscy lasclasescreadagparael tra co deentradatansélofaltaclasi car el tra co en
unsitio u otro.

$TC filter add dev img0 parent 1:0 protocol ip prio 1 handle 1 fw classid 1:10
$TC filter add dev img0 parent 1:0 protocol ip prio 2 handle 2 fw classid 1:11
$TC filter add dev img0 parent 1:0 protocol ip prio 3 handle 3 fw classid 1:12
$TC filter add dev img0 parent 1:0 protocol ip prio 4 handle 4 fw classid 1:13

#Activamos la interfaz imq0

$IP link set img0 up

#Transladamos todo el tréafico entrante  al dispositivo IMQ
$IPT -t mangle -A POSTROUTINGo ethl -j IMQ --todev 0
#Empezamos con el marcaje de paquetes!!!

# ICMP

$IPT -t mangle -A POSTROUTING -0 ethl -p icmp -} MARK--set-mark 1
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Capitulo5. QoS
$IPT -t mangle -A POSTROUTING -0 ethl -p icmp -j RETURN
# SSH

$IPT -t mangle -A POSTROUTINGo ethl -p tcp  --sport 22 -j MARK--set-mark 1
$IPT -t mangle -A POSTROUTINGo ethl -p tcp  --sport 22 -j RETURN

$IPT -t mangle -A INPUT -i $IF_EXT -p tcp  --sport 22 -j MARK--set-mark 1
$IPT -t mangle -A INPUT -i $IF_ EXT -p tcp --sport 22 -j RETURN

Unavezactvadadasreglas,comprobaremoguehaytra co enlasclases.

zen:~# tc -s class show dev img0

class htb 1:11 parent 1:1 leaf 110: prio 1 rate 40Kbit ceil 300Kbit burst 1650b cburst 1983b
Sent 5700 bytes 78 pkts (dropped O, overlimits 0)

rate 89bps 1pps

lended: 78 borrowed: 0 giants: 0

tokens: 320599 ctokens: 51625

class htb 1:1 root rate 300Kbit ceil 300Kbit burst 1983b cburst 1983b
Sent 1471845 bytes 4186 pkts (dropped 0, overlimits 0)

rate 18790bps 53pps

lended: 1534 borrowed: O giants: 0

tokens: 50560 ctokens: 50560

class htb 1:10 parent 1:1 leaf 100: prio O rate 60Kbit ceil 300Kbit burst 1675b cburst 1983b
Sent 328 bytes 5 pkts (dropped 0, overlimits 0)

rate  2bps

lended: 5 borrowed: 0 giants: 0

tokens: 216001 ctokens: 51413

class htb 1:13 parent 1:1 leaf 130: prio 3 rate 100Kbit ceil 300Kbit burst 1727b cburst 1983b
Sent 1464109 bytes 4094 pkts (dropped 0, overlimits 0)

rate  18338bps 52pps

lended: 2560 borrowed: 1534 giants: 0

tokens:  -12540 ctokens: 50560

class htb 1:12 parent 1:1 leaf 120: prio 2 rate 100Kbit ceil 300Kbit burst 1727b cburst 1983b
Sent 1708 bytes 9 pkts (dropped 0, overlimits 0)

rate  6bps

lended: 9 borrowed: 0 giants: 0

tokens: 129922 ctokens: 50133

5.5. Automatizaciéonal inicio

Paraqueseapliquentodaslasreglasanterioreenel inicio dela maquinajo mejorserdmeterlassnun scriptde
estetipo:
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#! /bin/bash
IPT=/sbin/iptables
TC=/sbin/tc
IF_EXT="eth0"
case "$1" in
start)
echo "Habilitando las reglas de iptables y de QoS"
echo 1 > /proc/sys/net/ipv4/ip_forward
#Aqui pondremos las reglas de iptables y de tc
stop)
echo "Eliminando reglas de iptables y de QoS"
echo 0 > /proc/sys/net/ipv4/ip_forward
for TABLE in filter nat mangle
do
$IPT -t $TABLE -F
$IPT -t $TABLE -X
$IPT -t $TABLE -Z

done

$TC qdisc del dev $IF_EXT root

restart)
echo "Recargando las reglas de iptables y de QoS"

$0 stop
$0 start

)

echo "Utilizacion: $0 {start|stop|restart}"
exit 1

esac

exit O

39



Capitulo5. QoS

Unaveztengamo ! scriptlisto, le daremogermisosde ejecucionjo meteremogn /etc/init.d/ Y
crearemogl correspondientenlacesimbolicoenel nivel de ejecuciérenel quearrancda maquinaUnavez
arrancadopodremogararlasreglas,modi carlasy volverlasa arrancasin necesidadle reiniciar.

Nota: Resaltar que para conseguir una buena con gur acién, hay que jugar un poco con los valores y el tipo
de clases utilizamos para cada caso. Cada usuario tiene diferente tipo de tra co, diferente ISP, diferentes
velocidades...
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ApéndiceA. Monitorizaci n

No sélode Itrado vive el home,asiquepodremositilizar iptablesjunto conotrasherramientaparaotros
menesterequeno seael de Itrado puroy duro.Unadelasutilidadesbastantditilesesla de monitorizaciéndel
trd co enla LAN. Paraesto,utilizaremosMRTG (http://www.ee.ethz.ch/~oetéc/webtods/mrtg) y iptables.

Enmi casomonitorizar&odoel trd co quepasepor el router, el individual de cadahost,el tra co wirelessy el
tr4 co IPv6. ParaempezarimplementarédNAT y lasreglasde contabilidad P paratodoel tra co quedeseo

monitorizarenel router

PUNTO DE
ACCESO

ITII

=

ROUTER

E

SKYNET

|

m

y-—
—a =

A

JOQUEVAL

_a—
E

i
A/
GATOGOS
#!/bin/sh
#ACTIVO EL FORWARDINGEN EL KERNEL
echo 1 > /proc/sys/net/ipv4/ip_forward
echo 1 > /proc/sys/net/ipv6/conf/all/forwarding
IPT=/shin/iptables
IP6T=/sbin/ip6tables
#ACTIVO EL NAT Y LAS REDIRECCIONESDE PUERTOS
$IPT -t nat -A POSTROUTINGo eth0O -j MASQUERADE
$IPT -t nat -A PREROUTING-i ethO -p tcp --dport 4662 -
192.168.0.3:4662
$IPT -t nat -A PREROUTING-i ethO -p tcp --dport 4663 -j
192.168.0.4:4663
$IPT -t nat -A PREROUTING-i ethO -p tcp --dport 4664 -j

192.168.0.5:4664

#EMPIEZO CON LAS REGLASDE CONTABILIDAD IP

(]

yrE—

CLIENTE DEL AP

[

=4

CLIENTE DEL AP

DNAT --to-destination

DNAT --to-destination

DNAT --to-destination
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$IPT -N SkynetOut
$IPT -N Skynetin
$IPT -N GatogosOut
$IPT -N GatogosIn
$IPT -N Joquevalln
$IPT -N JoquevalOut
$IPT -N WirelessIn
$IPT -N WirelessOut

$IP6T -N
$IP6T -N

IPv6Out
IPv6In

$IPT -A FORWARDs
$IPT -A FORWARDd
$IPT -A FORWARDs
$IPT -A FORWARDd
$IPT -A FORWARDd
$IPT -A FORWARDs
$IPT -A FORWARDd
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192.168.0.3 -j  SkynetOut
192.168.0.3 -j  Skynetin
192.168.0.4 -j  GatogosOut
192.168.0.4 -j Gatogosin
192.168.0.5 -j Joquevalin
192.168.0.5 -j  JoquevalOut
192.168.0.12 -j  Wirelesslin

$IPT -A FORWARDs 192.168.0.12 -j  WirelessOut
$IP6T -A FORWARDi ethl - IPv6Out
$IP6T -A FORWARDo ethl -j [IPv6In

Unavezimplementadagodremosomprobaiquefuncionan.

zen:~# iptables L -x -v -n
Chain INPUT (policy ACCEPT534095 packets, 128105168 bytes)
pkts bytes target prot opt in out source destination
Chain FORWAROpolicy ACCEPT 40118717 packets, 14970956071 bytes)
pkts bytes target prot opt in out source destination
31548 3821546 SkynetOut  all - % * 192.168.0.3 0.0.0.0/0
35895 39309847 Skynetin all - * 0.0.0.0/0 192.168.0.3
11921356 3093326878 GatogosOut  all - * 192.168.0.4 0.0.0.0/0
11311598 6067318847 Gatogosin all - * 0.0.0.0/0 192.168.0.4
7696020 2572191680 Joquevalln all - % * 0.0.0.0/0 192.168.0.5
7916195 2305685752 JoquevalOut all - * 192.168.0.5 0.0.0.0/0
653543 845175708 WirelessIn all - * 0.0.0.0/0 192.168.0.12
552368 44086447 WirelessOut all - % * 192.168.0.12 0.0.0.0/0
Chain OUTPUT (policy = ACCEPT663314 packets, 92129777 bytes)
pkts bytes target prot opt in out source destination
zen:~# ip6tables -L x v -n
Chain INPUT (policy ACCEPT60676 packets, 64048742 bhytes)
pkts bytes target prot opt in out source destination
Chain FORWARDOpolicy = ACCEPT19984 packets, 14103717 bytes)
pkts bytes target prot opt in out source destination
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9138 691346 IPv6Out all ethl * /0 /0
10846 13412371 IPv6In all * ethl /0 /0

Chain OUTPUT (policy = ACCEPT53813 packets, 4145909 bytes)
pkts bytes target prot opt in out source destination

Ahoratansélohacefaltadarleestosdatosa MRTG de unaformaqueél lo comprendgaraquepueda
monitorizarlo.Utilizaremosunosscriptscomoestos:

zen:~# cat skynet.data
#!/bin/sh

IPT=/sbin/iptables

statname="Trafico de Skynet"

uptime="uptime’

statin="/shin/$IPT -L -n -x -v | /bin/grep -A 6 FORWARD /bin/grep Skynetin |
Jusr/bin/awk {print $2}"

statout="/sbin/$IPT -L -n -x -v | /bin/grep -A 10 FORWARD /bin/grep SkynetOut |

Jusr/bin/awk {print $23°
echo $statin
echo $statout

echo $uptime
echo $statname

Parael restode hostsseraigual perocambianddos datos.

zen:~# cat wireless.data
#1/bin/sh

IPT=/shin/iptables

statname="Tré&fico Wireless"

uptime="uptime’

statin="/shin/$IPT -L -n -x -v | /bin/grep -A 10 FORWARD /bin/grep Wirelessin [
Jusr/bin/awk {print $2}"

statout="/sbin/$IPT -L -n -x -v | /bin/grep -A 10 FORWARD /bin/grep WirelessOut |

Jusr/bin/fawk {print $2}"
echo $statin
echo $statout
echo $uptime
echo $statname
zen:~# cat ipv6.data
#!/bin/sh
IP6T=/shin/$IP6T

stathame="Tréfico IPv6"
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uptime="uptime’

statin1="/sbin/$IP6T -L -n -x -v | /bin/grep
statin2="/sbin/$IP6T -L -n -x -v | /bin/grep

Jusr/bin/fawk {print $2}"

statout1="/sbin/$IP6T -L -n -x -v | /bin/grep

Jusr/bin/fawk {print $2}"

statout2="/sbin/$IP6T -L -n -x -v | /bin/grep

statout=%(($statoutl+$statout2))
statin=$(($statin1+$statin2))

echo $statin
echo $statout
echo $uptime
echo $statname

ApéndiceA. Monitorizacion
INPUT |  /usr/bin/awk {print $7}°
-A 3 FORWARD /bin/grep IPv6In |
-A 3 FORWARD /bin/grep IPv6Out |

OUTPUT]| /usr/bin/awk {print $7°

Yasolonosquedacon gurar el archivo decon guraciénde MRTG, mrtg.cfg , recagarloy juntarlasgra cas.

zen:~# cat /etc/mrtg.cfg

HHHHHHH AR
# This file is for use with mrtg-2.5.4c

# Global configuration

WorkDir:  /variwww/mrtg

WriteExpires: Yes
Language: spanish
Title["]: Control  de Tréfico

Options[_]: growright

Target[ethO]: “Jusr/bin/mrtg-ip-acct
MaxBytes1[ethO]: 40000

MaxBytes2[ethO0]: 50000

Title[ethO]: Andlisis del tréafico total

YLegend[ethO]: Bytes/s
PageTop[ethO]: <H1>Router</H1>

Target[skynet]: “letc/skynet.data’
Title[skynet]: Zen

PageTop[skynet]: <H1>Skynet</H1>
MaxBytes1[skynet]: 35000
MaxBytes2[skynet]: 40000
YLegend[skynet]: Bytes/s
ShortLegend[skynet]: B/s
Target[gatogos]: ‘letc/gatogos.data’
Title[gatogos]: Zen
PageTop[gatogos]: <H1>Gatogos</H1>
MaxBytes1[gatogos]: 35000
MaxBytes2[gatogos]: 40000
YLegend[gatogos]: Bytes/s
ShortLegend[gatogos]: B/s
Target[joquevall: “/etc/joqueval.data’

eth0”

HHAHHH HHHHHE BRI T HHHH #HH

en ethO0
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Title[joqueval: Zen
PageTop[joquevall:
YLegend[joqueval]: Bytes/s

MaxBytes1[joqueval]: 35000
MaxBytes2[joqueval]: 40000
ShortLegend[joquevall: B/s

Target[ipv6]: “letc/ipv6.data’
Title[ipv6]: Zen
PageTopl[ipve]: <H1>Tréfico
MaxBytes1[ipv6]: 35000
MaxBytes2[ipv6]: 40000
YLegend[ipv6]: Bytes/s
ShortLegend[ipv6]: B/s

Target[wireless]:

Title[wireless]: Zen
PageTop[wireless]: <H1>Tréfico
MaxBytes1[wireless]: 35000
MaxBytes2[wireless]: 40000
YLegend[wireless]: Bytes/s
ShortLegend[wireless]: B/s

zen:~# mrtg /etc/mrtg.cfg
zen:~#indexmaker /etc/mrtg.cfg

<H1>Joqueval</H1>

IPv6</H1>

“letc/wireless.data

Wireless</H1>

> Jvariwww/mrtg/index.html

ApéndiceA. Monitorizacion
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ApéndiceB. Patch-o-Matic

Al igualqueocurreconel kernel,quesepuedeparcheaparaobtenemuevasfuncionalidadegjueno vienende
serig podemoshacerio mismoconNet Iter. Esdecir, podemogarcheailNet lter paraquenosofrezcanueras
posibidadesleuso.Unavezparcheady recompiladopodremosutilizar los nuevosmddulosconla opcién-m
deiptablesseguidadel nombredel médulo.Conestoquedar&amgadoy listo parautilizar.

Los parcheencuestiénos podemosncontraienla webde Net Iter (http://www.net Ilter.org). La mayoriacon
el tiempoacabancorporandosal propiocddigodel kernel,peromientragantoaquellosquequieran/necesiten
con guracionesavanzadagpuederempezaa utilizarlos,y conun pocode suertereportaralgtinbug.

Cuandooshbajemodos archivo y los descomprimamosiosencontraremosonunaseriede carpetagnlas
cualesnosencontraremokos parches:

» Base

» Extra

» Obsolete

» Optimizations
» Broken

» Submitted

» Pending

» Userspace

* Oldnat

Los quemasnosinteresararserarios dela carpetaBase y losdeExtra . Losdela primerasonlos quefucionan
biende formaconjuntay los dela segundasonlos queapartede funcionarbienpodriancausamlgincon icto.
En Submitted encontraremokos parchesjueya hansidoerviadosparaformar partedel kernel,y en Pending
los quelo hardnenel momentoenqueseervien.

Paraaplicarlos parcheslos haders de Net Iter nosincluyenunaherramientagunme , conla queseramuy facil
aplicarparchesParautilizarlo tansolodeberemogjecutarel scripte indicarlela carpetadondeseencuental
parche.

snowball:/usr/src/linux/patch-o-matic# Jrunme  base/osf.patch

Podemo®obsenar quetenemosdlisponiblesuesasfuncionalidadegjueantesno teniamosasiquele daremos
soportey recompilaremos! kernel.
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Nota: La actual version de runme funciona con los kernels de la serie 2.4, aunque existe pom26convert
(http://www.stearns.org/pom26convert/pom26convert), que lo soluciona mientras se reescribe runme para el
soporte de las series 2.4y 2.6.
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Parasabercémofuncionanlos moédulosconsultaremosl *.patch.help.

snowball:/usr/src/linux/patch-o-matic# cat base/osf.patch.help

Author:  Evgeniy Polyakov <johnpol@Z2ka.mipt.ru>

The idea of passive OS fingerprint matching exists for quite a long time,
but was created as extension fo OpenBSD pf only some weeks ago.

Original idea was lurked in some OpenBSD mailing list  (thanks
grange@open...) and than adopted for Linux netffilter in form of this code.

Original table was created by Michal Zalewski <lcamtuf@coredump.cx> for
his excellent pOf and than changed a bit for more convenience.

This module compares some data(WS, MSS, options and it's order, ttl,
df and others) from first SYN packet (actually from packets with SYN
bit set) with hardcoded in fingers[] table ones.

Example: (Of course this only an example, do not get inspired by this)

# iptables -N LINUX
# iptables -A LINUX -] LOG --log-prefix "Linux"

# iptables -A INPUT -p tcp -m osf --genre Linux - LINUX
# iptables -A INPUT -p tcp -m osf --genre FreeBSD -j REJECT
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NOTE: -p tcp is obviously required as it is a TCP match.

OSF also has:

--log  1/0.

If present, OSFwill log determined genres even if they don't match
desired  one.

0 - log all determined entries,

1 - only first one.

Example:
#iptables -l INPUT -j ACCEPT-p tcp -m osf --genre Linux --log 1 --smart

In syslog you find something like this:

ipt_osf: Windows [Windows XP Pro SP1, 2000 SP3]: 11.22.33.55:4024 -> 11.22.33.44:139
ipt_osf: Unknown: 16384:106:1:48:020405B401010402 44.33.22.11:1239 -> 11.22.33.44:80
--smart
if present, OSF will use some smartness to determine remote OS.

Now only not use TTL( with it far remote machines can be determined).

If you say Y here, try iptables -m osf --help for more information.

Fingerprints can be loaded through /proc/sys/net/ipv4/osf file.

Only one fingerprint per open/close.

Fingerprints can be downloaded from http://www.openbsd.org/cgi-bin/cvsweb/src letc/p f.os
Thanks to Maciej Soltysiak <solt@dns.toxicfilms.tv> for converting patches to patch-o-matic.
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ApéndiceC. GNU FreeDocumentationLicense

Copyright (C) 2000,2001,200FreeSoftwareFoundation)nc. 59 TemplePlace Suite330,Boston,MA 02111-1307
USA Everyoneis permittedto copy anddistribute verbatimcopiesof this licensedocumentput changingt is not
allowed.

C.1.PREAMBLE

The purposeof this Licenseis to make a manual textbook, or otherfunctionalandusefuldocumentfree" in the
senseof freedom:to assureeveryonethe effective freedomto copy andredistrituteit, with or without modifying
it, eithercommerciallyor noncommerciallySecondarilythis Licensepreseresfor the authorandpublishera
way to getcreditfor their work, while not beingconsideredesponsibldor modi cations madeby others.

This Licenseis akind of "copyleft", which meanghatderivative works of thedocumenimustthemselesbefree
in thesamesenselt complementshe GNU GeneraPublicLicensewhichis acopyleft licensedesignedor free
software.

We have designedhis Licensein orderto useit for manualdor free software,becausdree softwareneeddree
documentationa free programshouldcomewith manualgroviding the samefreedomghatthe softwaredoes.
But this Licenseis not limited to softwaremanualsijt canbe usedfor ary textual work, regardlesf subject
matteror whetherit is publishedasa printedbook.We recommendhis Licenseprincipally for workswhose
purposds instructionor reference.

C.2. APPLICABILITY AND DEFINITIONS

This Licenseappliesto ary manualor otherwork, in ary medium,thatcontainsa noticeplacedby the copyright
holdersayingit canbedistributedunderthetermsof this License.Sucha noticegrantsa world-wide,
royalty-freelicense,unlimitedin duration,to usethatwork underthe conditionsstatedcherein.The "Document”,
below, refersto any suchmanualor work. Any memberof thepublicis alicenseeandis addresseds"you". You
accepthelicenseif you copy, modify or distribute thework in away requiringpermissiorundercopyright law.

A "Modi ed Version"of the Documentmeansary work containingthe Documentor a portionof it, either
copiedverbatim,or with modi cationsand/ortranslatednto anothedanguage.

A "Secondangection"is anamedappendixor a front-mattersectionof the Documenthatdealsexclusively
with therelationshipof the publishersor authorsof the Documento the Documents overall subject(or to
relatedmatterslandcontainsnothingthatcouldfall directly within thatoverall subject,(Thus,if the Document
is in partatextbook of mathematicsa SecondanSectionmaynot explain any mathematics.Jherelationship
couldbea matterof historicalconnectiorwith the subjector with relatedmattersor of legal, commercial,
philosophicalethicalor political positionregardingthem.

The"InvariantSections'arecertainSecondansectionsvhosetitles aredesignatedasbeingthoseof Invariant
Sectionsjn thenoticethatsaysthatthe Documents releasedinderthis License.lf asectiondoesnot t the
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above de nition of Secondaryhenit is notallowedto be designatedslinvariant. The Documentmay contain
zerolnvariantSectionslf the Documentoesnotidentify ary InvariantSectionghentherearenone.

The"Cover Texts" arecertainshortpassagesf text thatarelisted,asFront-Cover Texts or Back-Cover Texts, in
the noticethatsaysthatthe Documents releasedinderthis License A Front-Cover Text may beat most5
words,anda Back-Cover Text maybeat most25words.

A "Transparenttopy of the Documenimeansa machine-readableopy, representedh aformatwhose

speci cationis availableto the generalpublic, thatis suitablefor revising the documenstraightforvardly with
generictext editorsor (for imagescomposedf pixels)genericpaintprogramsor (for dravings)somewidely
availabledrawing editor, andthatis suitablefor inputto text formattersor for automatidranslatiorto a variety
of formatssuitablefor inputto text formatters A copy madein anotherwiseTransparenie formatwhose
markup,or absenc®f markup,hasbeenarrangedo thwart or discouragesubsequentnodi cation by readerss
not TransparentAn imageformatis not Transparenif usedfor any substantiahmountof text. A copy thatis not
"Transparentfs called"Opaque”.

Examplesf suitableformatsfor Transparentopiesincludeplain ASCII without markup,Texinfo input format,
LaTeX inputformat, SGML or XML usinga publicly availableDTD, andstandard-conformingimpleHTML,
PostScripbr PDFdesignedor humanmodi cation. Examplesof transparenimageformatsincludePNG, XCF
andJPG.Opaqudormatsincludeproprietaryformatsthatcanbereadandeditedonly by proprietaryword
processorsSGML or XML for whichthe DTD and/orprocessindoolsarenot generallyavailable,andthe
machine-generatddTML, PostScripor PDF producedy someword processorgor outputpurpose®nly.

The"Title Page"meansfor a printedbook,thetitle pageitself, plus suchfollowing pagesasareneededo hold,
legibly, the materialthis Licenserequireso appeain thetitle page.For worksin formatswhich do not have ary
title pageassuch,"Title Page"meanghetext nearthe mostprominentappearancef thework'stitle, preceding
thebeginning of the body of the text.

A section"Entitled XYZ" meansa namedsulunit of the Documentwhosetitle eitheris preciselyXYZ or
containsXYZ in parenthesefllowing text thattranslatesXYZ in anothedanguage(HereXYZ standdor a
speci ¢ sectionnamementionedelow, suchas"Acknowledgements™;Dedications”,"Endorsements'or
"History".) To "PreseretheTitle" of sucha sectionwhenyou modify the Documentmeanghatit remainsa
section"Entitled XYZ" accordingo this de nition.

The DocumentmayincludeWarrantyDisclaimersnext to the noticewhich stateghatthis Licenseappliesto the
DocumentTheseWarrantyDisclaimersareconsideredo beincludedby referencen this License but only as
regardsdisclaimingwarrantiesary otherimplicationthattheseWarrantyDisclaimersmayhave is void andhas
no effecton the meaningof this License.

C.3.VERBATIM COPYING

Youmay copy anddistributethe Documentin any medium,eithercommerciallyor noncommerciallyprovided
thatthis License the copyright notices andthelicensenoticesayingthis Licenseappliesto the Documentare
reproducedn all copies,andthatyou addno otherconditionswhatsoerto thoseof this License.You may not
usetechnicalmeasure$o obstructor controlthereadingor furthercopying of the copiesyou make or distribute.
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However, you may acceptcompensatioin exchangefor copies.If youdistribute alarge enoughnumberof
copiesyou mustalsofollow the conditionsin section3.

You may alsolendcopies,underthe sameconditionsstatedabore, andyou may publicly displaycopies.

C.4.COPYING IN QUANTITY

If you publishprintedcopies(or copiesin mediathatcommonlyhave printedcovers)of the Document,
numberingmorethan100,andthe Documents licensenoticerequiresCover Texts, you mustenclosethe copies
in coversthatcarry, clearlyandlegibly, all theseCover Texts: Front-Cover Texts on thefront cover, and
Back-Corer Texts onthebackcover. Both coversmustalsoclearlyandlegibly identify you asthe publisherof
thesecopies.Thefront cover mustpresenthefull title with all wordsof thetitle equallyprominentandvisible.
Youmayaddothermaterialon the coversin addition.Copying with changedimited to the covers,aslong as
they preserethetitle of the Documentandsatisfytheseconditions,canbetreatedasverbatimcopying in other
respects.

If therequiredtextsfor eithercoveraretoovoluminousto t legibly, you shouldputthe rst oneslisted (asmary
ast reasonablypntheactualcover, andcontinuetherestontoadjacenpages.

If you publishor distribute Opaquecopiesof the Documentumberingmorethan100,you musteitherincludea
machine-readabl&ransparentopy alongwith eachOpaquecopy, or statein or with eachOpaquecopy a
computernetwork locationfrom which the generahetwork-usingpublic hasacces¢o downloadusing
public-standarehetwork protocolsa completeTransparentopy of the Documentfreeof addedmaterial.If you
usethelatteroption,you musttake reasonablyrudentstepswhenyou begin distribution of Opaquecopiesin
guantity to ensurethatthis Transparentopy will remainthusaccessiblatthe statedocationuntil atleastone
yearafterthelasttime you distribute an Opaquecopy (directly or throughyour agentsor retailers)of thatedition
to thepublic.

It is requestedput notrequired thatyou contactthe authorsof the Documentwell beforeredistritutingany large
numberof copies,to give thema chanceo provide you with anupdatedversionof the Document.

C.5.MODIFICA TIONS

Youmay copy anddistributeaModi ed Versionof the Documentunderthe conditionsof sections2 and3
above, providedthatyou release¢he Modi ed Versionunderpreciselythis License with theModi ed Version
ling therole of the Documentthuslicensingdistribution andmodi cation of the Modi ed Versionto whoever
possesseacopy of it. In addition,you mustdo thesethingsin the Modi ed Version:

A. Usein theTitle Page(andonthe covers,if ary) atitle distinctfrom thatof the Documentandfrom thoseof
previousversiongwhich should,if therewereary, belistedin the History sectionof the Document).You
may usethe sametitle asa previousversionif the original publisherof thatversiongivespermission.

B. List ontheTitle Page,asauthorspneor morepersonsr entitiesresponsibldor authorshipof the
modi cationsin theModi ed Version,togethemwith atleast ve of the principalauthorsof the Document
(all of its principalauthorsijf it hasfewerthan ve),unlessthey releaseyou from this requirement.

C. StateontheTitle pagethe nameof the publisherof the Modi ed Version,asthe publisher

53



ApéndiceC. GNU FreeDocumentatiorLicense

D. Presere all the copyright noticesof the Document.
E. Add anappropriatecopyright noticefor your modi cations adjacento the othercopyright notices.

F. Include,immediatelyafterthe copyright notices a licensenoticegiving the public permissiorto usethe
Modi ed Versionunderthetermsof this License,in theform shavn in the Addendumbelow.

G. Preserein thatlicensenoticethefull lists of InvariantSectionsandrequiredCover Texts givenin the
Documentslicensenotice.

H. Includeanunalteredcopy of this License.

. Presere thesectionEntitled"History", Presereits Title, andaddto it anitem statingat leastthetitle, year,
new authorsandpublisherof theModi ed VersionasgivenontheTitle Page.If thereis no sectionEntitled
"History" in the Documentgcreateonestatingthetitle, year authors andpublisherof the Documenias
givenonits Title Page thenaddanitem describingghe Modi ed Versionasstatedn the previoussentence.

J. Presere the network location,if ary, givenin the Documentfor public accesdo a Transparentopy of the
Documentandlik ewise the network locationsgivenin the Documenftfor previousversionst wasbasedn.
Thesemaybeplacedin the"History" section.You may omit a network locationfor a work thatwas
publishedat leastfour yearsbeforethe Documenttself, or if theoriginal publisherof the versionit refersto
givespermission.

K. For ary sectionEntitled"Acknowledgementsbr "Dedications" Presere the Title of the section,and
preserein the sectionall the substancandtoneof eachof the contributor acknavledgementsnd/or
dedicationgyiventherein.

L. Presere all the InvariantSectionsf the Documentunalteredn their text andin their titles. Section
numbersor theequivalentarenot consideregartof the sectiontitles.

M. Deleteary sectionEntitled"Endorsements'Sucha sectionmaynot beincludedin the Modi ed Version.

N. Do notretitle ary existing sectionto be Entitled"Endorsementstr to con ict in title with ary Invariant
Section.

O. Presere ary WarrantyDisclaimers.

If theModi ed Versionincludesnew front-mattersectionsor appendicethatqualify asSecondansectionsand
containno materialcopiedfrom the Documentyou mayat your optiondesignatesomeor all of thesesectionsas
invariant.To do this, addtheir titles to thelist of InvariantSectionsn theModi ed Versionslicensenotice.
Thesetitles mustbedistinctfrom ary othersectiontitles.

Youmayadda sectionEntitled"Endorsements’'providedit containsnothingbut endorsementsf your Modi ed
Versionby variousparties--forexample,statementsf peerreview or thatthetext hasbeenapprozedby an
organizationasthe authoritatve de nition of astandard.

Youmayaddapassagef upto vewordsasa Front-Cover Text, anda passagef up to 25wordsasa
Back-Cover Text, to theendof thelist of Cover Texts in the Modi ed Version.Only onepassagef Front-Cover
Text andoneof Back-Cover Text maybeaddedby (or througharrangementmadeby) any oneentity. If the
Documenialreadyincludesa covertext for the samecover, previously addedby you or by arrangementadeby
the sameentity you areactingon behalfof, you maynotaddanotherjput you mayreplacetheold one,on
explicit permissiorfrom the previouspublisherthataddedheold one.

Theauthor(s)andpublisher(spf the Documentdo not by this Licensegive permissiorto usetheir namedor
publicity for or to asserbr imply endorsememnf ary Modi ed Version.
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C.6.COMBINING DOCUMENTS

You may combinethe Documentwith otherdocumentseleasedinderthis License,underthetermsde nedin
section4 above for modi ed versions providedthatyou includein the combinationall of the InvariantSections
of all of theoriginal documentsunmodi ed, andlist themall asInvariantSectionof your combinedwork in its
licensenotice,andthatyou presere all their WarrantyDisclaimers.

Thecombinedwork needonly containonecopy of this License andmultiple identicallnvariantSectionamaybe
replacedwith asinglecopy. If therearemultiple InvariantSectionswith the samenamebut differentcontents,
male thetitle of eachsuchsectionuniqueby addingattheendof it, in parentheseshe nameof theoriginal
authoror publisherof thatsectionif known, or elsea uniquenumber Make the sameadjustmento the section
titlesin thelist of InvariantSectionsn thelicensenoticeof the combinedwork.

In the combinationyou mustcombineary sectionsEntitled"History" in the variousoriginal documents,
forming onesectionEntitled"History"; likewise combineary sectionsEntitled"Acknowledgements'andary
sectionsEntitled"Dedications”.You mustdeleteall sectionsEntitled"Endorsements”.

C.7.COLLECTIONS OF DOCUMENTS

Youmay make a collectionconsistingof the Documentandotherdocumentseleasedinderthis License,and

replacetheindividual copiesof this Licensein thevariousdocumentsvith a singlecopy thatis includedin the
collection,providedthatyou follow therulesof this Licensefor verbatimcopying of eachof the documentsn

all otherrespects.

Youmay extracta singledocumenfrom sucha collection,anddistributeit individually underthis License,
providedyou inserta copy of this Licenseinto the extracteddocumentandfollow this Licensein all other
respectsegardingverbatimcopying of thatdocument.

C.8.AGGREGATION WITH INDEPENDENT WORKS

A compilationof the Documentor its derivativeswith otherseparatendindependentiocument®r works, in or
on avolumeof astorageor distribution medium,is calledan"aggregate"if the copyright resultingfrom the
compilationis not usedto limit thelegalrightsof the compilations usersbheyondwhattheindividual works
permit.Whenthe Documents includedin anaggreyate this Licensedoesnot applyto theotherworksin the
aggregjatewhich arenotthemselesderivative works of the Document.

If the Cover Text requiremenbf section3 is applicableto thesecopiesof the Documentthenif the Documents
lessthanonehalf of theentireaggreyate the Documents Cover Texts may be placedon coversthatbracletthe
Documentwithin theaggreyate or the electronicequivalentof coversif the Documents in electronicform.
Otherwisethey mustappearon printedcoversthatbracletthewhole aggreyate.

55



ApéndiceC. GNU FreeDocumentatiorLicense

C.9. TRANSLATION

Translationis considered kind of modi cation, soyou maydistributetranslationof the Documentunderthe
termsof sectiord. ReplacinginvariantSectionswith translationsequiresspecialpermissiorfrom their
copyright holders but you mayincludetranslationsof someor all InvariantSectionsn additionto the original
versionof theselnvariantSectionsYou mayincludeatranslationof this License,andall thelicensenoticesin
theDocumentandary WarrantyDisclaimers providedthatyou alsoincludethe original Englishversionof this
Licenseandthe original versionsof thosenoticesanddisclaimersin caseof a disagreemerttetweerthe
translationandthe original versionof this Licenseor a noticeor disclaimertheoriginal versionwill prevail.

If asectionin the Documents Entitled"Acknowledgements",Dedications" or "History", therequirement
(sectiord) to Presereits Title (sectionl) will typically requirechangingthe actualtitle.

C.10.TERMIN ATION

Youmay not copy, modify, sublicensegr distribute the Documentexceptasexpresslyprovidedfor underthis
License Any otherattemptto copy, modify, sublicenser distributethe Documenis void, andwill automatically
terminateyour rightsunderthis License However, partieswho have recevved copies,or rights,from you under
this Licensewill nothave theirlicensegerminatedsolong assuchpartiesremainin full compliance.

C.11.FUTURE REVISIONS OF THIS LICENSE

The FreeSoftwareFoundationmay publishnew, revisedversionsof the GNU FreeDocumentatiorLicensefrom
timeto time. Suchnew versionswill besimilarin spirit to the presentersion,but maydiffer in detailto address
new problemsor concernsSeehttp://www.gnu.og/copyleft/.

Eachversionof the Licenseis givenadistinguishingversionnumber If the Documentspeci esthataparticular
numberedrersionof this License"or ary laterversion"appliesto it, you have the optionof following theterms
andconditionseitherof thatspeci ed versionor of ary laterversionthathasbeenpublishednot asa draft) by
the FreeSoftwareFoundation!f the Documentoesnot specifya versionnumberof this License you may
chooseary versionever publishednot asa draft) by the FreeSoftwareFoundation.

C.12.ADDENDUM: How to usethis Licensefor your
documents

To usethis Licensein adocumentyou have written, includea copy of the Licensein thedocumentandputthe
following copyright andlicensenoticesjust afterthetitle page:

Copyright (c) YEAR YOUR NAME. Permissioris grantedo copy, distribute and/ormodify this documentunderthe
termsof the GNU FreeDocumentatiorLicense,Versionl.2 or ary laterversionpublishedby the FreeSoftware
Foundationwith no InvariantSectionsno Front-Cover Texts, andno Back-Caover Texts. A copy of thelicenseis
includedin the sectionentitled"GNU FreeDocumentatioriLicense".

56



ApéndiceC. GNU FreeDocumentatiorLicense

If you have InvariantSectionsFront-Cover Texts andBack-Caover Texts, replacethe "with... Texts." line with
this:

with theInvariantSectionseingLIST THEIR TITLES, with the Front-Cover Texts beingLIST, andwith the
Back-Coer Texts beingLIST.

If you have InvariantSectionsvithout Cover Texts, or someothercombinationof thethree, memgethosetwo
alternatvesto suitthesituation.

If your documentontainsnontrivial examplesof programcode,we recommendeleasingheseexamplesin
parallelunderyour choiceof freesoftwarelicense suchasthe GNU GeneraPublicLicense to permittheir use
in free software.
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